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1 

Introduction  
 

1.1  Digital Music Experiences 
 
Today, about 86 % of households and 91% of all persons in the Netherlands have access to 
Internet1. In 2007, 15.23 million UK households had access to the Internet, which represented 
61% of homes there2. The Internet enables individuals to be in contact with others from all across 
the globe, and access applications and services such as e-mail from almost any location. These 
developments have created new opportunities and markets for information processing and 
communications’ technology.  
 
The impact that the digital age is now having on the copying and distribution of content is also 
significant. For example, a song can be digitally recorded, stored and then easily distributed in a 
high quality format to others. Take for example peer-to-peer file sharing (P2P) networks, like 
Kazaa, that facilitate the distribution of music. Through these networks materials are 
disseminated quickly and cheaply with the use of simple personal computers. These networks 
contain a wide variety of content because users not only download, but also share what they have 
(also known as uploading) by allowing their files to be accessed by other peers all over the world.  
And while once the main players in the distribution process were the extensive networks of 
distributors and other commercial enterprises, nowadays anyone can just push a button and get 
what they want. As a result, simple consumers have been able to attain the role of creator, re-
creator and mass distributor of unauthorised works that are still protected by intellectual property 
rights.  
 
The use of these techniques might infringe copyright3, and copyright holders, naturally, want to 
start proceedings against those who are copying and disseminating their work without permission. 
To do so, the rights’ holders have to be able to identify who the infringers are. Yet, the 
distribution of copyright protected materials takes place between computers that can only be 
identified by their IP-addresses. In Europe, these are assigned to Internet Service Providers 
(ISPs), who then reassign them to their clients, organisations or other individuals. This means that 
the ISPs are in the unique position of being able to link an IP address to a copyright infringer, but 
given the huge increase in file sharing, they are reluctant to disclose personal data and upset their 
customers. Indeed, the primary response from both the ISPs and their clients has been that 
processing personal information is a potential threat to an individual’s right to privacy.  
 
 

                                                
1 CBS. ICT gebruik van huishoudens naar persoonskenmerken. 27 October 2008, www.statline.cbs.nl.  
2 National Statistics: Internet Access 2007 (coverage United Kingdom), 28th August 
20072007.www.statistics.gov.uk. 
3 Directive 2001/29/EC of the European Parliament and of the Council dated 22nd May 2001 on the 
harmonization of certain aspects of copyright and related rights in the information society, OJ L 167, 
22.6.2001, 10. Hereafter addressed as the Copyright or Information Society Directive. 
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1.2  The Thesis 
 
In past times, the consumer was not affected by copyright enforcement4, but because of the 
expansion of digital services they are now in a position to enjoy and share copyright protected 
works without the permission of rights holders. Copyright holders clearly want to control this, 
and even the European Community (EC) seems to be in favor of such an approach5. Previously, 
the right holders held P2P network providers, such as Kazaa, liable, but since these networks have 
no central directory6 and court proceedings against them failed,7 the focus has shifted onto 
individual users. Yet, to be able to enforce a degree of control, the issue of privacy arises. 
Accordingly, this study is concerned with the extent to which a potential breach of an individual’s 
right to privacy is allowed. The central question addressed in this thesis is:  
 
In the age of the Internet, how should the right to privacy be balanced against the rights of 
copyright holders?  
 
To answer this question, the following sub-questions must first be considered:  
 
- In what way does file sharing through P2P networks infringe copyright?  
 
- In what way do copyright enforcement efforts infringe the privacy interests of consumers/end-
users?  
 
- How do the European Court of Justice (ECJ) and the Dutch and English courts reconcile the 
competing interests of copyright holders and end-users in the digital era?  
 
 
1.3 Research Method 
 
This study is being conducted for a Master’s in European law. Accordingly, the starting point in 
each part of the thesis is European regulations. In addition, a comparative analysis of case law 
concerning P2P file-sharing and data protection from the United Kingdom (UK) and the 
Netherlands will be carried out. Judgements from both of these countries are of interest because 
they each represent a different legal system: the UK, primarily, operates by way of the common 
law, whereas the Netherlands adopts a civil law approach. Furthermore, the UK was the first 
country in Europe to introduce a Copyright Act, while in the Netherlands, a great deal of case law 
on the competing interests of copyright-holders and data-subjects has been heard. The writings of 
jurists who specialise in copyright or privacy issues are also of interest in this work. In addition, 
official EU documents and case law from the European Court of Human Rights (ECHR) are also 
an important source of information. 
 

                                                
4 As Litman argues: “Traditionally, copyright owners have had control over the sorts of uses (…) made by 
commercial (…) actors and little control over the consumptive uses made by individuals”. See L. J. Litman. 
‘Digital Copyright’. New York: Prometheus Books (2001), p. 18.  
5 For example, in the fourth considerations of the EC Information Society (copyright) Directive, the 
community institutions emphasized that a high level of protection of intellectual property is necessary. 
6 The Napster system had a central directory and was held liable by the U.S Court because it was in a 
position to take action against infringers.  
7 See, for example, Gerechtshof Amsterdam, Kazaa / Buma Stemra, 28 March 2002, LJN AE0805, para. 
4.9.  
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This study is comprised of five chapters. Chapter 2 deals with the emergence, foundations, and 
functions of copyright law, as well as the exceptions thereto. The Copyright Directive and its 
implementation in the UK and the Netherlands are, thus, of interest. The legal status of file-
sharing in these countries is also examined.  Moreover, the private use exception, which arose 
during the analogue age, is currently subject to change because of digital technologies. This issue 
is also discussed herein. Finally, this chapter presents an overview of the case law about the 
balancing of copyright interests and data protection which have been settled by the ECJ, and the 
Dutch, and the English courts.  
 
Chapter 3 presents an overview of the network systems that enable the spread and downloading 
of a variety of copyright protected works. The techniques which are available on the market to 
enable copyright holders to detect whether users on the Internet are infringing copyright are also 
considered. These include monitoring the hard disk drives of personal computers, or monitoring 
network systems by way of undercover activities. 
 
Chapter 4 defines the scope of the right to privacy and concludes that it does cover the protection 
of personal data. As a result, both Article 8 of the ECHR and directives on data protection are 
also relevant and discussed. Finally, the way in which the UK and the Netherlands have 
incorporated these elements into their national laws is considered.     
 
Chapter 5 provides an answer to the question of how the right to privacy is balanced with 
copyright in the Internet era, and contains my analysis and conclusions. A distinction is made 
between the use (download) and communication (upload) of digital music files, although the view 
is that from a technical standpoint, depending on the protocol or program used, both acts are 
oftentimes inseparable.   
 
Only one category of users is considered in this thesis, namely consumers like website holders, 
individuals visiting these websites and participants of P2P networks who (enable) up and 
download music for, essentially, non commercial purposes. Moreover, the term copyright does 
not specifically refer to a legal system, and when speaking of copyright or copyright holders 
herein, reference is being made to all forms of copyright and related rights of authors, producers, 
performers or any other type of artist who is engaged with protected sound recordings. 
 
Finally, the arguments presented in this study are not applicable to the downloading and 
uploading of films or games/computer programs. Movies and games are of a substantially 
different character to music and the market is structurally different8. In addition, a different legal 
regime applies to computer programs9. 

 
 
 
 

                                                
8 See for more information on this issue, TNO, SEO and IVIR. Ups and Downs: Economische en culturele 
gevolgen van file sharing voor muziek, film en games. 12 January 2009, TNO report. Report can be 
downloaded from www.futureofcopyright.com.  
9 See Council Directive of 14 May 1991 on the legal protection of computer programs (91/250/EEC).  OJ 
L122. See also Chapter IV of the Dutch Copyrigt Act which covers special provisions concerning computer 
programs. 
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‘ De vorderingen der techniek (…) spelen  
in den ontwikkelingsgang van het auteursrecht een 
groote rol en dit zal waarschijnlijk in de toekomst 
zoo blijven’ (Beaufort, 1936) 

 
 
 

2 

Copyright in the Digital Era  

 
2.1  Introduction  
 
In 1909, Beaufort argued that individuals don’t have the means to infringe copyright on 
demand10. However, due to a significant number of technological developments in the digital 
industry, this statement is no longer accurate. Technology has constantly predominated copyright 
law in both a positive and negative way. For example, copyright holders now benefit from 
cheaper production and distribution costs associated with their works due to enhanced copiers, 
but also experience the negative impact that technology has on their exploitation rights. The 
obvious response here is to protect their exclusive rights by all means but, on the other hand, due 
to digitalisation there has been great fascination for revaluation of the nature and function of the 
law of copyright11.  Access for all is the current credo, meaning that all kind of information is 
open for anyone on the Internet, and therefore it has even been questioned several times whether 
copyright still has a reason for existence12. 
 
This part of the thesis discusses the history, development, justifications and function of copyright. 
Its aim is to show how copyright has developed over time, and how the law weighs private and 
public interests. 
 
 
2.2  The Legal Foundation and Functions of Copyright  
 
Before the fifteenth century, plagiarism was never considered to be a problem, as copies could 
only be handwritten. But, with the introduction of the printing press, it became possible to print in 
multiple copies13. As a response the English Crown put into place the first implementations to 

                                                
10 H.L. de Beaufort, Het auteursrecht in het Nederlandsche en internationale recht, diss. Utrecht, 
Utrecht: Den Boer 1909, p. 80. 
11 See N. van Lingen. Auteursrecht in hoofdlijnen (2007). Groningen: Martinus Nijhoff.  See T. Koopmans. 
Intellectuele eigendom, economie en politiek. AMI 1994/6, p. 107 . 
12 These discussions are mostly carried on the World Wide Web. See for example 
www.abolishcopyright.com and www.techdirt.com , article: Copyright Has Stretched So Far That It Has 
Broken. See also www.torrentfreak.com, Ben Jones.  Economists: Abolish Copyright & Patents to Save the 
Economy,  March 10, 2009.  
13 This brief summary relies particularly on S. Stewart. International Copyright and Neighbouring Rights 
(1989). London: Butterworths; L. Patterson. Copyright in Historical Perspective. (1968) Nashville: 
Vanderbilt Universtity Press; F. Grosheide. Auteursrecht op Maat. (1986) Deventer: Kluwer; C. 
Alberdingk Thijm. Privacy v. Auteursrecht in een Digitale Omgeving. (2001) ITeR. eJure; G. Davies. 
Copyright and the Public Interest. (2002) London: Sweet and Maxwell; B. Kaplan. An Unhurried View of 
Copyright. (1967). New York: Columbia University Press.   
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restricting the creation of additional copies. The first motive of the Crown for the regulations was 
political; it aided the suppression of the spread of easy obtainable dissenting opinions14. The other 
motive was economical; the purchase of a printing press was a valuable and risky matter for the 
pressmen (who were members of the Stationers’ Company, which was a London guild of printers, 
bookbinders and booksellers). They got a press privilege by the English authorities from 1557. 
However, due to the negative effects of the monopolistic power the members of the Stationers’ 
Company had obtained, the system had fallen into disregard. After a while, the first law on 
copyright was enacted, with the English Statute of Queen Anne, 170915. The Act was a 
compromise between the demands of the publishers and what Parliament deemed to be the public 
interest16.  
 
In civil law countries, one of the first developments in the area of copyright occurred in France. 
In 1777, the French State — as a consequence of pressure from authors — passed several decrees 
that granted certain rights to authors17. In addition, there was the Dutch law of copyright, which 
was mainly influenced by the French legislation during the French revolution. In the Netherlands, 
the first law on the right to copy was dedicated to the author in 181718. This Act has been 
amended occasionally, such as in 1881 and finally in 1912, which produced the most recent 
Copyright Act. The Act came into force due to the Dutch participation of the Berne Convention19. 
 
In contrast to the common-law system, the continental copyright systems emphasised the law of 
copyright as, ‘a body of law in the interest of the author as creator to enable him to protect the 
integrity of his work’20. In the first place, an author was entitled to protection of his work as a 
matter of right and justice, and so, it is not a coincidence that in the civil law systems, copyright 
law is identified as author’s right21. However, thanks to the Berne Convention, both civil and 
common-law systems have shifted closer to one another22, and, due to enhanced communication 
technologies since the nineties of the last century, even more harmonising international rules have 
been adopted which have successfully further disbanded the dissimilarity between the various 
legal systems of copyright23.  
 
                                                
14 See C. Alberdingk Thijm supranote 13, at page 15.   
15 In 1690 the philosopher John Locke and other intellectuals demanded a copyright for authors whom he 
justified by the time and effort expanded in the writing of the work, which should be rewarded like any 
other work15 See J. Locke. Two Treatises on Civil Government (1689) para 27-28 of Chapter V (part II?) 
Can be purchased at: http://oll.libertyfund.org. See also J. Sterling. World Copyright Law. (2003). London: 
Sweet and Maxwell, at page 47.  
16 The Preambule held that unauthorised copies should be prevented to encourage learned men to compose 
and write useful books but also to prevent that printers and booksellers have great detriment.  
17 C. Schriks, at p. 189. In those days the French Decrets were applicable in the Netherlands. In 1793 
another Decret was adopted that granted the rights to authors more extensively. The law no longer spoke of 
a droit de copie.  
18 If one thus not takes into account the French Copyright acts of 1791 and 1793, which were also 
applicable in The Netherlands. The name of the Act was the ‘regt van kopij’, similar to the exclusive right 
of publication.  
19 J. Spoor, D. Verkade en D. Visser, Auteursrecht: Auteursrecht, naburige rechten en databankenrecht. 
(2005) Deventer: Kluwer, at page 20-21.  
20See Patterson. Copyright in Historical Perspective (1968), p. 18.  
21 In the Netherlands copyright is known as auteursrecht and in France for example droit d’auteur.  
22 For example, English law has traditionally viewed copyright in economic terms, but since the 1986 
White Paper moral rights are included. See: P. Stone, Copyright Law in the United Kingdom and the 
European Community (1990) European Community Law Series, at page 130.  
23 Take for example the WIPO Copyright Treaty and WIPO Performances and Phonograms Treaty and the 
Current Information Society Directive (2001/29/EC) 
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Many legal professionals have tried to shed light on the legal foundations of copyright, and the 
result was a list of various categorisations and formulations; this part therefore only addresses 
some of these theories from well-known scholars, such as Grosheide and Van Lingen.  
 
The essence of copyright is that the creator or investor has an exclusive right to decide when and 
how to exploit his own work. This notion is basically based on two foundations, namely the 
utilitarian24 and justice (or natural law)25. In regards to the justice theory, the creator of a work is 
at the core, as it is his self-expression which emerges during the course of the creative process, 
ultimately leading to a work which, therefore, constitutes the centre of importance26. On this 
basis, the creator acquires a property right in his work and, since he is the creator or maker of the 
work, he should be able to decide whether and how his work is published, stating who he wishes 
to have access27. This argument is based on, amongst others, Locke’s philosophy, i.e. when 
someone removes something from nature and mixes his own labour with it, it subsequently 
becomes his own property.28 Moral rights, as recognised by Article 6 (bis) of the Berne 
Convention, are also based on this foundation. It covers the preservation of the creator’s honour 
and preservation of the work’s integrity, and is stringently linked to the author or performer29. 
However, moral rights as such are not of interest for this particular study as file-sharing activities 
do not necessarily result in distortion or modifications, or any other comparable activity.  
 
The utilitarian view is primarily focused on the benefits for society. The utilitarian approach 
covers economics, industrial and cultural arguments. Basically, the key focus surrounds the belief 
that society benefits from the creation of works30: Works produced by creators are a national 
asset, and fostering talent and originality will therefore contribute to the development of the 
national culture. With this in mind, in order to maintain this, economic incentives for creators are 
required by means of encouraging intellectual productivity31. From this perspective, the rights of 
the producers of phonograms are recognised because their creative, financial and organisational 
resources are necessary when it comes to making sound recordings available to the public in the 

                                                
24 Utilitarian notion was in principal the common law approach to copyright and it still is paramount. For 
example in the American constitution the rationale of copyright is addresses as: ‘to promote the progress of 
science and useful arts, by securing for limited times to authors and inventors the exclusive right to their 
respective writings and discoveries’  
25 See N. van Lingen. Auteursrecht in hoofdlijnen (2007). Groningen: Martinus Nijhoff, p. 16. and H. 
Cohen Jehoram. Auteursrecht: opportuniteit of recht. Een onvoltooid debat. AMI 1992/4, p. 63.  
26 M. Senftleben, Copyright, limitations and the three step test. (2004) Diss. Amsterdam: Iter, p. 6 
27 Stewart describes this principle as the principle of natural justice. See supranote 13, para. 1.02. See also 
Christopher May. Why IPRs are a Global Political Issue (2003). European Intellectual Property Review, 
25, at  p. 1. 
28 see J. Locke, supranote 15,  para 27-28. 
29 See in that perspective Article 27 of the Universal Declaration of Human Rights adopted by the United 
Nations in 1948. Another key provision in an international instrument that identifies copyright as a human 
right is found in Article 15 of the International Convenant on Economic , Social and Cultural Rights, that 
was adopted in 1966.  
30 See for example the UK Act of 1709. This Act is entitled: An Act for the Encouragement of Learning, by 
vesting the Copies of Printed Books in the Authors or purchasers of such Copies, during the Times therein 
mentioned. See also Stewart supranote 13. See para. 1.04; See G. Davies, supranote 13, at page 15.  
See Europese Commissie. Groenboek: Het Auteursrecht en de Naburige Rechten in de 
Informatiemaatschappij. (1995). Brussel COM (95) 382 DEF, at p. 11. See also H. Beaufort supranote 10.  
31 The European Commission also believes that culture has an economic value. See European Commission, 
Groenboek, at p. 11. See also H. Cohen Jehoram. Het economisch belang van het auteursrecht en de 
gevaren daarvan  (1989) AMI, nr. 4.  See also M. Sneftleben, supranote 26, p. 7.  
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form of commercial phonograms32. In this way, copyright also promotes the economy of society 
with particular emphases on the media industry33. 
 
From this overview, one is able to deduce that the law of copyright in this respect has a 
foundation comprising a mixture of justifications, and has apparent double morals; on the one 
hand, the law actively protects the creator’s effort and interests, while on the other hand, it 
actively protects the public’s interest, that is, the economy, industry and cultural heritage. 
International regulations are also based on one or other rationale; for example, the Preamble of 
the Berne Convention addresses the desire to protect the rights of authors in their artistic works, 
whereas the TRIPs Agreement focuses primarily on impediments to international trade34.  
 
Based on the aforementioned justifications, the copyright holder has an exclusive right in key 
areas such as distribution, reproduction and communication to the public. These rights are also 
known as exploitation rights. These exclusive rights grant creators with a monopoly position, as 
the creator is free to control the use of his work, and to use copyright in such a way that he may 
actively hinder or prevent access to his work35. The assumption has been continuously made that 
the standard protection helps to ensure the development of creativity in the interest of all market 
players.36. Exploitation rights are also said to protect the underlying justice principle of copyright, 
namely in consideration of the fact that it is not fair to ‘harvest without sowing’37. That is why the 
objective of these exploitation rights is not solely to provide an income for the investor, otherwise 
systems based on remuneration instead of exploitation rights would have been deemed sufficient. 
On the contrary, these exploitation rights enable the copyright holder to commercially exploit and 
market his creative labour. Besides, with the help of exploitation rights, a copyright holder is in 
the position of being able to manipulate the image of the work being exploited by selecting 
particular communication channels according to his own objectives and desires. With the 
presence of remuneration right, these opportunities are not available. Therefore, with this in mind, 
copyright ultimately enables a certain restriction on the unrestricted flow of information 
concerning the availability of information38. 
 
The double morality of copyright has a significant effect on the scope of the exploitation rights. 
To strengthen this point further, exemptions are stated and viable in certain circumstances, such 
as for the purpose of teaching or scientific research, or for reproduction by the press, or use for 
the purposes of public security, etc.39. Another exemption which is of specific interest for this 
study is private use, which will be discussed further on in this study. In general, however, these 
exemptions are instruments in finding the necessary balance between private interests of the 

                                                
32 World Intellectual Property Industry Organization (WIPO). Understanding Copyright and Related 
Rights, at pages 19-20. See also European Commission, Groenboek, supranote 30, at p. 11. See also Z. 
Chafee; Reflections on the Law of Copyright, (1945) Columbia Law Review, 45. p. 503-530. In 1945. Prof. 
Chafee puts the emphasis on the economic justification for copyright, namely that it provides a financial 
return to the author and publisher, thus stimulating creativity and promoting the general well-being of 
society. 
33 The economic justification is well represented within European law. Take for example, Recital 4 and 10 
of the Info. Soc. Directive. (…) ‘a high level of protection of intellectual property, will lead to growth and 
increased competitiveness of European industry’. 
34 See Preambule of TRIPs Agreement.  
35 M. Senftleben, P. Hugenholtz, The right of temporary copying. E. I.P.R., 2000, p. 482.  
36 Council. Common Position (EC). 28 September 2000, PLEC2000 C/344/1, see Recital 9 and 10 
37 See N. van Lingen, supranote 25.  
38 Spoor, Verkade, Visser, supranote 19.  
39 See also Article 5 (3) Information Society (Copyright) Directive.  
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copyright holder, while safeguarding the public interests — that include, amongst others, cultural 
heritage and the free flow of information40. 
 
 
2.3  European Law on Copyright in the Digital Era 
 
Although in 1992 the EU ratified the first Directive to grant rights to performers and phonogram 
producers41, in 1995 the Commission had already adopted a Green Paper on Copyright and 
Related Rights in the Information Society42. The Green Paper stated that the legal environment for 
intellectual property would thereafter need to be adapted in order to respond to the information 
superhighway. Consequently, the previous Directive was replaced in 2002 by the Information 
Society (Copyright) Directive. As with any other directive, all 27 Member States were and are 
obliged to actively incorporate and implement this Directive into their national laws; The 
Directive harmonises aspects of copyright law while simultaneously implementing the main 
obligations of the WIPO Copyright Treaty and WIPO Performances and Phonograms Treaty 43. 
Moreover, it also responds to the changes which have been introduced by the vast developments 
of digital technology44, and is aimed at creating a digital-proof copyright law.  
 
Exclusive rights are given an overview in articles 2, 3 and 4: Article 2 holds that the exclusive 
right to authorise or prohibit reproduction by any means, and in any form, is granted to the 
copyright holder; Article 3 states that authors have the “exclusive right to authorise or prohibit 
any communication to the public of their works, by wire or wireless means, including the making 
available to the public of their works in such a way that members of the public may access them 
from a place and at a time individually chosen by them”. This right grants right holders — such 
as record companies, etc. — exclusive rights over the public availability of their copyrighted 
material in relation to electronic transmission45; Article 4 covers the more traditional distribution 
rights.  
 

                                                
40 P. Hugenholtz. Adapting copyright to the information superhighway. In: P. Hugenholtz. The future of 
copyright in a digital environment (1996). Information law series-4. He is an advocate of preserving 
traditional copyright exemptions in the digital era.  
41 Rental right and lending right and on certain rights related to copyright in the field of intellectual 
property,  Directive 92/100/eec, 30 December 1994.  
42 Commission. Green paper, supranote 30.  
43 See Recital 15 of the Information Society Directive. The WPPT signed in Geneva in 1996 marked an 
important advance in international law by recognising the moral rights of performers and the exclusive 
rights of performers and producers in the digital age. See for example Articles 7, 8, 10, 11, 12, 14 for 
granting the rights.  Also Article 15 (4) is a good example thereof in that it states that “phonograms made 
available to the public by wire or wireless means in such a way that members of the public may access 
them from a place and at a time individually chosen by them shall be considered as if they had been 
published for commercial purposes”. 
44 For example, Recital 5 holds that: Technological development has multiplied and diversified the vectors 
for creation, production and exploitation. (…)  the current law on copyright and related rights should be 
adapted and supplemented to respond adequately to economic realities such as new forms of exploitation. 
45 Moreover, the European Commission has defined the rights of right holders in the digital environment as 
‘online rights’. European Commission. Commission Recommendation of 18th May 2005 on collective 
cross-border management of copyright and related rights for legitimate online music services. 
2005/737/EC. OJ L 276/54.  
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Significant changes introduced by the Directive include amongst others that the first sale 
principle46 is not applicable to digital music files. Furthermore, the Directive points out that 
private use exemption in the digital sphere should be approached with discretion, and that 
enhanced techniques should limit private use in order to protect the position of copyright 
holders47. With such active considerations now in place, it is with gratitude to the Information 
Society Directive that the scope and protection of copyright law has increased48.  
 
 
2.4  Copyright and Consumer Usage  
 
The copyright law was, in principal, designed for the industrial printing press for large-scale 
copies49.  Therefore, during those times, rights holders believed that home copying would not 
have a significant impact on their earnings, and it was considered also permissible that small-
scale copies were made for personal use. But, since the introduction of recording technologies — 
which were made available in the fifties and sixties of the last century — a decentralisation of 
reproductive acts aroused. Since various equipment was easy to obtain for private households, the 
reproduction of works increased, subsequently resulting in uncontrollable acts of infringement of 
copyright.  
 
The first country to have touched upon this matter was Germany.50 In 1964, the scope of 
exploitation rights was (again, see footnote) questioned by the German Federal Supreme Court. It 
held that although home copying does infringe the rights of reproduction and the right holders 
themselves, it nevertheless cannot prohibit private copying, as the enforcement of a right to 
prohibit such copying would necessarily violate the right to the inviolability of the home. Besides 
this, the method of inspecting homes as to whether they hold the relevant license for the relevant 
material would have been, amongst other considerations, completely unpractical.51 A year later, 
the legislator implemented a levy on home taping equipment to be paid by the importer, and 
many civil law countries were lead by example and subsequently implemented the same. To the 
contrary, however, in the UK levy schemes do not exist52, with the reason for this being that a 
system is considered unjustified with sole regards for the application of a levy, since recording 
equipment is not exclusively used for private copies53; instead, a distinction was made between 
legal and illegal private copying. Legal copying covered use of the work in question at a more 
suitable time of especially video-recorderd television-programmes. Further, the fair dealing 
doctrine, which is the exception to copyright as far as it concerns private study, criticism, review 
and news reporting,  applies in relation to literary works and does not cover film and sound 
recordings. The UK was very clear about this issue — as long ago as 1977. The Whitford 
Committee stated that a widening of the term ‘fair dealing’ would create a virtual free-for-all 

                                                
46 The first sale principle covers that once a physical item have been brought into circulation by or under 
license of the copyright owner, the exclusive (first sale) right of this owner over that particular item is 
exhausted.    
47 See European Commission. Green Paper supranote 30, paragraph 70-71.  
48 See also Recital 4 of Directive 2001/29/EC.  
49 J. Spoor, The copyright approach to copying on the internet, in P. Hugenholtz. The future of copyright in 
a digital environment (1996). Information law series-4.  
50 J. Spoor, supranote 49. The case which he addresses is: Bundesgerichthof,Gema v. Grundig case, 
judgment of 18 May 1955, GRUR 1956, 492.  
51 XS4ALL. De toekomst van het auteursrecht. Bijdragen symposium. 15.10.2004.  
52 Ireland and Luxembourg are also included to this list, although the latter is not a common law country.  
53 Copyright and Designs Law. Report of the Committee to Consider the Law on Copyright and Designs, 
1977, London: Her Majesty’s Stationery Office.  
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approach, with copyright owners receiving no benefit54. Nowadays, in the UK the fair dealing 
principle is covered by Section 29 of the Copyright Designs and Patents Act 1988.  
 
In contrast with the UK, in 1979, the Dutch Supreme Court had already stated that an increased 
protection of copyright is not justified when it infringes the freedom of an individual55. 
Furthermore, the Court also found that when one does not have economic interests then, in 
principal, copyright has to make way for privacy. Articles 16b-16g Copyright Act, 1912, details 
the basic rules on private copying: In short, private copying is permitted although only in a 
limited number of copies. Article 16c deal with the specific issues related to home-taping, and 
provides a remuneration system which the manufacturer or importer has to pay for; this system is 
based on levies on empty carriers of sound and image. Stichting Thuiskopie (Private Copy 
Foundation) collects and distributes the remunerations.  
 
Obviously the Berne Convention also covers this issue. Article 9 (2) provides a formula, known 
as the ‘three-step-test’, which allows exceptions to the reproduction right. The Copyright 
Directive has incorporated this method in Article 5 (5). This formula includes that reproduction 
by others without payment is permitted or a compulsory licence is permitted if it does not 
interfere with the normal exploitation of the work, and it does not unreasonably prejudice the 
legitimate interests of the author. The World Trade Organization has shed light on the term 
‘normal’56. In their words: exceptions would be presumed not to conflict with a normal 
exploitation of works if they are confined to a degree that does not enter into economic 
competition with non-exempted uses57. In contrast an exception to an exclusive right conflicts 
with a normal exploitation of the work, if uses, enter into economic competition with the ways 
that right holders normally extract economic value from that right to the work and thereby 
deprive them of significant commercial gains. It also acknowledged that the scope of normal 
exploitation is subjected to technological developments or changing consumer preferences58. 
Apparently, this approach is based on the assumption that insignificant uses of a work should be 
free from scrutiny. This is also known as the ‘de minimis’ principle. And even though the Berne 
Convention several times use the term ‘public’, yet, various scholars believe that the term does 
not indicate privacy concerns, instead, an economic rationale is at the root of the wording of the 
Convention59. 
 
In light of the above, the private use exemption is subjected to the de minimus principle as well as 
privacy interests. There have been accusations made concerning digital copies which state that 
they should be exempted from copyright by the private use exemption, so that losses that 
copyright holders endure due to illegal file-sharing can be recovered by a levy-system60. 
However, I believe that applying this exemption on digital copies would disrespect the underlying 
principles of copyright, since there are some significant differences between analogue copies and 
digital copies. Analogue copies produced by various methods of home recording equipments such 
as the cassette-recorder, are poor quality , relatively expensive and only producable per recording. 

                                                
54 Whitford Committee, supranote 53, para 320, p. 81. 
55 Hoge Raad, Buma/Wasserij de Zon, 1 June 1979, NJ 1979, 470. But I found it on www.iept.nl. 
56 WTO Panel Report. 15 June 2000, WT/DS160/R. (www.law.edu) 
57 See paras 6.179-183.  
58 See para 6.187.  
59 Report. Privacy, Data Protection and Copyright: Their Interaction in the Context of Electronic 
Copyright Management Systems (1998) Amsterdam:  IVIR, p. 38. The authors address the author S. 
Ricketson (1987), who has written several times about the Berne Convention. 
60 T. van Ringelestijn. Netkwesties Regels voor internet: nieuwe bezems? (2004). 
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Whereas digital copies are produced cheaply on a wide scale and Internet enables these copies to 
be spread all over the world. More important, these copies are perfect clones of the original.   
The music industry reported a significant reduction in sales due to a surge of Internet users who 
had begun downloading works without paying for them. Probably a fraction of these users might 
not feel the need to pay for CD’s since a digital copy is considered to be just as good61. And 
although various researches contradict, it is likely that under these new circumstances copyright 
holders might endure loses on their sales62. Therefore, in contrast with analogue copies the use of 
digital files interferes on the creator’s market thus, it interferes with the exploitation rights of 
copyright holders. As a result a private use exemption on digital files would contradict with 
Article 9 (2) of the Berne Convention, since it does interfere with the normal exploitation of 
works.   
 
The Dutch court was certainly aware of these dilemmas. In June, 2008, the Court of First Instance 
found that downloading a file for private use with the aid of an illegal source — such as a P2P 
network — is considered to be an unlawful act, and is not covered by the exemption listed in 
Article 16(c) of the Copyright Act, or Article 10 (e) of the Dutch Act on Neighbouring Rights that 
says that copies made for private use are not infringing63. The Court pointed out that to legitimize 
private copying from an illegal source, would infringe the ‘three-step-test’64. However, the 
decision caused confusion amongst jurists since it also held that applying a levy system in such a 
case is permitted. This contradiction therefore seems to be inconsistent, since if something were 
illegal, a levy system would not be relevant. Another point of discussion arose when, in this 
particular case, the decision of the court was contrary to the explanation of the law provided by 
the legislator, who had already stated that downloading for private use from a P2P network is in 
accordance with the private use exception65. Accordingly, at this stage, it is vague whether this 
activity in the Netherlands is covered by the private use exception or not66. 
 
Furthermore, the fact that there already exists a system based on levies on empty carriers of sound 
and image does not justify the fact that the levy systems should also enable consumers to 
download freely67. As we know, the levy system was based on the assumption that at least the 
original work was lawfully purchased. However, nowadays, most digital copies are from an 
illegal source, that is, works that were disseminated without authorisation. To apply a levy system 
on such activities would then imply that it is permitted to make copies from a stolen work, which 
it is not. As the Dutch Court also stated, downloading a file for private use by using an illegal 
source, meaning a P2P network, is an unlawful act, period.  
 
Despite these findings if copyright holders are entitled to enforce copyright against individuals 
this will consequently have an impact on privacy interests. Nonetheless, the private use 
exemption is not the only remedy to overcome this. We will see in chapter 5 that the right to 

                                                
61 See also TNO report which conducted a research on this topic. Ups and Downs: Economische en 
culturele gevolgen van file-sharing voor muziek, film en games, supranote  8.  
62 See TNO report, supranote 8, p. 57 and 111.  
63 Rechtbank Den Haag,  Thuiskopie, 25 June 2008, LJN: BD5690, para 4.4.3.  
64 The Court referred to Article 5 (5) of the Copyright Directive.  
65 See Kamerstukken II 2002-2003, 28 482, nr. 5, p. 32. 
66 D. Visser is convinced that the decision of the Court is clear, meaning that downloading is illegal. In 
contrast H. Bousie finds that it is to early too assume that downloading is really illegal. See Downlooaden 
van illegaal materiaal is verboden. 27 June 2008, www.vpro.nl. 
67 D. Visser. De invloed van de Donald Duck op de afschaffing van het auteursrecht. 15 February 2008, 
NJB, nr. 7. 
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privacy sets boundaries as far as concerns detection and enforcement by copyright holders and 
discuss what alternatives are present.   
 
 
 
2.5  EU Case Law on File-Sharing 
 
Various right holders’ associations — such as the British Phonographic Industry, (BPI) which is 
the UK record companies association and Brein, the Dutch anti-piracy watchdog association — 
initiated legal proceedings against Internet users. As mentioned before, however, for copyright 
holders to be able to initiate civil proceedings against file-sharers for copyright infringement, they 
have to be able to identify these persons with the help of IP addresses in order to establish the 
violators. However, Internet Service Providers (ISPs) are often reluctant to identify IP addresses 
and claim privacy interests of their subscribers. As a response, copyright holders have ultimately 
initiated lawsuits against the ISPs. 
In January, 2008, the ECJ issued a judgment in the case of Promusicae vs. Telefonica68. This was 
a preliminary ruling on the matter of whether Community law allows the communication of 
personal traffic data in relation to the Internet and the holders of intellectual property. The facts of 
the case stated that an ISP was ordered to disclose the identities and physical addresses of those 
who, according to Promusicae (a non-profit organisation of producers and publishers of musical 
and audiovisual recordings), used the Kazaa file exchange program in order to download and 
upload music files. The members of Promusicae held the exploitation rights to these files69. 
 
Although the Spanish Court did not refer to any data protection directives or provisions, the ECJ 
did, however, address both directives in respect to data protection (2002/58/EC70 and 
95/46/EC71). The ECJ referred to Article 15(1) of Directive 2002/58/EC, also known as the E-
Privacy Directive, in order to consider and define whether Member States could permit operators 
and providers to make their connection and traffic data available for use with civil court 
proceedings in the event that copyright is infringed. The ECJ pointed out that Article 15 also 
refers to Article 13(1) of Directive 95/46/EC — also known as the Data Protection Directive. 
Article 13 covers derogations to the protection of personal data when, amongst others, the rights 
and freedoms of others are at stake. According to the court, this particular derogation does not 
explicitly exclude from its scope the protection of the right to property72. The ECJ then concluded 
that Directive 2002/58/EC does not prohibit Member States from laying down an obligation to 
disclose personal data in the context of civil proceedings but, on the other hand, it is neither 
required; in fact, Member States have been given autonomy as to whether they want to legislate 
this matter or not. During the second part of the judgment, the ECJ explained what 
responsibilities Member States have when they make use of this freedom, indicating that, on the 
one hand, personal data must be protected from inaccurate processing73 but, on the other hand, 
they still had to ensure the (property rights) copyright holders’ interests were prioritised, such as 
having the ability to initiate legal action if and when their rights are infringed. The ECJ held that 

                                                
68 European Court of Justice, case C-275/06. Produtores de Musica de Espana (Promusicae) v. Telefonica 
de Espana SAU. 29th January 2008, Official Journal C 64, 08.03.2008. 
69 See paragraph 30 of the judgment. 
70  Directive 2002/58/EC of 12 July 2002, concerning the processing of personal data and the protection of 
privacy in the electronic communications sector.  OJ L 2002/201. 
71 Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on 
the free movement of such data. 24th October 1995.  O J 1995 L 281. 
72 See para. 53.  
73See para. 64. 
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‘this mechanism’ is also included in Directive 2002/58/EC, taking into account the Copyright 
Directive and Directives 2004/48/EC and 2001/31/EC. 
 
One particularly interesting aspect of this judgment is that the ECJ finds that Article 15 of 
Directive 2002/58/EC also covers the exception of the rights and freedom of others, although this 
is not mentioned in the provision but is copied from another Directive, namely Article 13 of the 
Data Protection Directive. As such, the Court actually widened the scope of this provision, which 
will be discussed in the next chapter.  
 
Furthermore, there have been accusations that the decision of the ECJ does not really tackle the 
key problems associated with copyright infringement, but rather skirts around the issue as it failed 
to provide guidelines on how this balancing act should be applied. But if Member States are free 
to consider whether providers should make their data traffic available it could ultimately result in 
unfair competition if users choose to conduct file-exchanging activities through an ISP based in a 
Member State, which exercises its discretion not to legislate this matter.  
Further on in this paper we will consider how the Dutch and English courts tend to deal with this 
issue. 
 
 
2.6  The Status of File-Sharing According to UK Law 
 
In the UK, copyright is governed by the Copyright, Designs and Patents Act, 1988 (1988 Act). 
The Information Society (Copyright) Directive was transposed by the Copyright and Related 
Rights Regulations, 2003, which came into effect in October, 2003. The usual exclusive rights of 
reproduction, distribution and communication to the public are listed in Section 16 of the 1988 
Act, and thereon subdivided into paragraphs. Performers Rights in particular are dealt with under 
Section 182A-182D. For example, Section 182 CA1 refers to the “making available right”, and 
states that a performer’s rights are infringed when recordings are made available to the public by 
electronic transmission; this means that uploading a file to a folder that is publicly available to 
other users of a P2P network is prohibited. According to Section 17, a person who copies a work 
without authorisation or permission — including by electronic means — ultimately infringes 
copyright. This means that, in practice, it is prohibited to copy a CD to a computer’s hard drive, 
download a file from a P2P network and onto a computer’s hard drive, or to burn a file stored on 
a computer to a CD. As such, both downloading and uploading is explicitly forbidden according 
to UK law and is considered to be a serious matter74; essentially, even copying your own music 
CD to your iPod is technically illegal in the UK.  
 
In order to identify those partaking in copyright infringement on the Internet, right holders may 
apply to a court seeking an order that a particular ISP should reveal personal data of the alleged 
subscriber75. These orders, known as Norwich Pharmacal orders76, can be obtained when 
cumulative conditions are fulfilled, which include: A wrong must have been carried out; there 
must be a need for an order to enable action against the wrongdoer; and the person against whom 
the order is sought must have facilitated the act or be (likely) able to provide the information 

                                                
74 Even copying your own CD to your iPod is, technically, illegal in the UK! 
75 Promusicae case: Forcing to disclose Personal Data. Data Protection Law & Policy 03/08. Cecile Park 
Publishing. 
76 These orders were first mentioned in the House of Lords, Norwich Pharmacal Co. and others -v- 
Customs and Excise Commissioners. (1974) AC 133. Case can be found at 
http://www.swarb.co.uk/c/hl/1973Norwich-Customs.html. 



Copyright and Privacy: Their Interaction in the Context of Peer-to-peer Networks 
 By Tuba Yali 

 16 

necessary to enable the wrongdoer to be sued77. Since these conditions have become precedents in 
UK law, they have been referred to in a number of specific cases concerning the disclosure of 
data by ISPs. However, nowadays the fulfilment of these conditions is no longer adequate due to 
the rising need to consider the issue of privacy according to the Human Rights Act of 199878 and 
the Data Protection Act of 1988. This is why, in Totalise plc v. Motely Fool, the Court of Appeal 
stated that, according to the Data Protection Act of 1988, no order is “to be made for disclosure of 
a data subject’s identity even under the Norwich Pharmacal doctrine unless the Court has first 
considered whether the disclosure is warranted having regard to the rights and freedoms or the 
legitimate interests of the data subject”79. However, how the courts weigh these interests in 
practice or even how it takes privacy interests into consideration is vague. For example, in a 
recent case, the Court did not address the privacy interests of a website holder at all80, and it is 
unclear why the Court did not actively pursue this.   
 
At the time of writing, the UK is ambitiously seeking solutions in order to combat illegal file-
sharing. In July, 2008, a Consultation on Legislative Option to Address Illicit P2P File-Sharing 
was published in the UK, which had the intention of setting out and gathering views from ISPs 
and copyright holders on how to combat illegal file-sharing81. In January, 2009, the Government 
provided a response to the consultation, entitled the Digital Britain Report.82. The report 
addresses the installation of an institution named the Rights Agency, which strives to bring 
industries together to agree upon how to provide incentives for the legal use of copyright material 
and to work together to prevent unlawful use and ultimately enable technical copyright-support 
solutions which work for both consumers and content creators83. Already, a second report with 
more concrete suggestions is published.84 This report states that for ISPs, the future will involve 
monitoring what travels over their networks and not solely on providing the networks. Despite the 
ambitious efforts to tackle illegal P2P-filesharing it is, worrisome that the report does not address 
the Internet user’s rights. 
 
 
2.7  The Status of File-Sharing According to Dutch Law 
 
In the Netherlands, the Information Society Directive came into force in September, 200485. 
According to Article 12 of the Dutch Copyright Act, uploading a work to a folder that is publicly 
available to other users via a P2P network is a form of communication to the public86. 
Downloading is an act of reproduction — which is covered by Article 13 of the Act. Unlike stated 

                                                
77 See also Data Protection Law & Policy 03/08, supranote 75, at p. 3. 
78 House of Lords; Campbell v. MGN Limited [2004] UKHL 22, para 16 and para 125. 
79 See Totalise plc v. Motely Fool and Interactive Investor (2001) EWCA Civ 1897, para 24-25. But see 
also other cases at Lawyer.com, It’s bad to share. 29 November 2004. And High Court, order issued by Mr 
Justice Blackburne, 14 October 2004 on webpage Iris Merlin. Copyright Infringement Action Leads to 
Order against ISPs.   
80 Helen Grant v. Google UK Limit (2005) 17 May 2006, EWHC 3444.   
81 BERR. Consultation on legislative option to address illicit P2P file-sharing. July 2008 
82 Department for Culture, Media and Sport and Department for Business, Enterprise and Regulatory 
Reform. Digital Britain: The Interim Report, January 2009, Action 13. 
83 Digital Britain, see Action 11. 
84 IPO. Britain Interim Report. Copyright in a digital world: What role for a digital rights agency (2009). 
This paper is intended to take forward Actions 11, 12 and 13 in the Digital Britain Interim report.  
85 Wet van 6 juli 2004 tot aanpassing van de Auteurswet 1912, de Wet op de naburige rechten en de 
Databankenwet ter uitvoering van richtlijn nr. 2001/29/EG, Stb. 2004, 336.  
86 Rechtbank 's-Gravenhage. Stichting Brein tegen KPN Telecom B.V, 05-01-2007, LJN: AZ5678, 
paragraph. 3.2.2. 
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by UK law, the rights of producers and performers are separately considered as neighbouring 
rights covered by the Dutch Neighbouring Rights Act of 1993 (or Related Rights Act). Article 6 
of this Act subsequently grants the phonogram producer with the exclusive rights to authorise the 
reproduction and makes it available to the public of a phonogram; therefore, uploading music 
files is also strictly prohibited by this particular Article. 
 
In contrast to the UK, ISPs may voluntarily process personal data to third parties and so, in 
principal, a court order is not required. However, in the event that such ISPs refuse to cooperate, 
they can then be held liable by a court if the refusal is considered to be inaccurate.  
 
There have been a significant number of judgments from the Dutch courts on this issue87. These 
cases are mostly decided in accordance to the judgment of the Court of Appeal in the 
Lycos/Pessers case, which has become precedent88. According to this case, an order for the 
disclosure of personal data by ISPs is granted when the following conditions are satisfied: It is 
fairly certain that the action, when considered on its own merits, is unlawful and damaging 
towards a third party; the third party has a real interest in obtaining the personal data; it is likely 
that in consideration to the particular circumstances, that there are no other less intrusive means 
of finding out the identity; and when reconciling the interests of the third party, the service 
provider and the subject data, the outcome must be that the third party’s interests prevail. This 
scheme provides the framework for assessing whether an ISP has acted unlawfully by refusing to 
provide the personal information requested; however, according to the Supreme Court, this 
scheme is not mandatory, and can be interpreted differently depending upon the specific 
circumstances of each case89. 
For example, in a 2006 case of the Interlocutory Court, it was found that a website had illegally 
provided registered users with access to many illegal files via a network90. These files were 
published on the network in question without the permission of the copyright holders91. As such, 
the association of the copyright holders (Brein) requested the names of the uploaders, who were 
customers of UPC — an ISP. The Court first assessed whether it could be fairly certain whether 
the actions taken by the subscribers could be classified as ‘unlawful’92; this means that when 
considered on its own merits, the act must be unlawful and damaging to a third party. As the 
answer was in the affirmative, the Court then progressed onto the second step and questioned 
whether the personal data belonged, beyond a reasonable doubt, to those who were responsible 
for the aforementioned unlawful activities. Since the answer was, again, in the affirmative the 
Court pointed out that bringing charges against individuals must be in accordance with the 
principle of proportionality. This refers to the fact that when the infringement involves only small 
segments of uploading, or it is an incidental act, then bringing charges would be disproportionate. 
However, in this case, the uploading in question had been carried out on a wide scale93. Therefore 

                                                
87 See for other cases where the Court judged similarly: Rechtbank ’s-Gravenhage. Stichting Brein tegen 
KPN Telecom B.V. 05-01-2007LJN: AZ5678. Gerechtshof Amsterdam Leaseweb tegen Brein 03-07-2008 
LJN: BD6223. 
88 The Supreme Court agreed with this decision in: Hoge Raad, Lycos/Pessers, 25 November 2005, LJN: 
AU4019.   
89 See the judgment of the Supreme Court in the Lycos/Pessers case, para 5.2.2. 
90 Voorzieningenrechter Rechtbank Amsterdam, Stichting Brein tegen UPC Nederland, 24-08-2006. LJN: 
AY6903.  
91 According to the Interlocutory Court, these acts of uploading, which make protected materials accessible 
to other users, include a form of publication within the meaning of the Dutch Copyright Act and leads to an 
infringement of intellectual property rights.   
92 See paragraph 7 of the judgment.  
93 See paragraph 8.  
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it found that privacy interests of those concerned must make room for the interests of the rights 
holders.  
 
As this study has so far demonstrated, there are some slight differences between various national 
courts. Firstly, the Dutch courts assess whether, in regards to the particular circumstances, 
whether there are other, less intrusive, ways of finding out the requested identity; however, this is 
not considered with much emphasis in the UK. The English courts must, instead, investigate 
whether the ISP from whom cooperation is sought, has become innocently caught up or involved 
in the alleged activities, thus facilitating them, whereas this requirement is not applicable, nor 
active, in Dutch proceedings. Second, in contrast to copyright holders in the UK, in the 
Netherlands copyright holders tend to only fixate with the uploading of copyrighted materials. 
Therefore, users downloading music songs are not under fire. This differs to the UK where also 
acts of downloading have been accused. Finally, it was noticeable that Dutch Courts explicitly 
addresses the question as to whether the interests of the copyright holder prevail in contrast to the 
interests of the service provider and the subject data. To the contrary, when considering the 
English courts, how the various interests involved are weighed cannot be determined. 
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3 

File-Sharing Techniques 
 
3.1  Peer to Peer File-Sharing Networks 
 
This section of the thesis gives an overview as to how P2P networks function, and what 
monitoring techniques are available for copyright holders to detect alleged file-sharers or to 
prevent illegal file-sharing from taking place. This section only discusses the key features of the 
technical aspects so that the reader is able to establish a comprehensive understanding of how 
uploading and downloading files occurs.  
 
The launch of the Napster network in 1999 is what originally initiated the issue. The website 
allowed worldwide users to share music files compressed in an MP3 format94. It became the 
fastest growing application in the Internet's history, expanding to include approximately 25 
million users within its first 12 months of operation95. Napster maintained lists on its central 
servers of connected systems and the files they had available to share. The system also controlled 
the search process, although the movement of files was conducted directly between personal 
computers. As mentioned in the introduction, the provider of this system was held liable for 
copyright infringement, which is why second and third generation P2P file-sharing networks — 
such as Gnutella and BitTorrent — came into place. These networks are highly decentralised96, 
and so their liability is subsequently difficult to prove. With this in mind, it is clear to see why 
legal enforcement against P2P users became necessary.  
 
Second generation P2P networks, such as Gnutella and Kazaa, use ad hoc connections between 
participants in a network and the cumulative bandwidth of network participants. The system 
works when a participant is connected to a huge web of computers which are all attached to the 
P2P program.  The advantage of a P2P network in this sense is that all users provide resources, 
including both bandwidth and storage space97. The P2P network enables participants to mutually 
and freely share information.  Decentralised P2P networks do not make use of a central server 
with the objective of storing a list of shared files. Instead, each computer works as both a client 
(information requester) and a server (information provider) as participants have their own hard 
disk drives which are accessible by all computers that also participate in the network98. This 
means that when Participant X enters the network, a selective network of participants is notified. 
Participant X is then able to search through the shared directories of these participants. For 
example, a query submitted by Participant X is sent to these participants, who then, in return, 
send the query to all other participants to which they are also connected. As soon as a participant 
has the file that ultimately satisfies the query, it then sends information about the file — such as 
the file’s name and format —  back to Participant X via its network to. Since any participant can 
react on this query, Participant X then receives a list of all of the files, whereupon Participant X is 

                                                
94 A. v. Und. An Empirical Analysis of Network Externalities in Peer-to-peer Music Sharing Networks 
(2004) In: Information Systems Research.  
95 D. Lim. Beyond Microsoft: Intellectual Property, Peer Production and the Law’s Concern with Market 
Dominance. (2007) Fordham Intell. Prop. Media & Ent. L.J. vol 18.  
96 Center for Digital Strategies. The Evolution of the Peer-to-Peer File-Sharing Industry and the Security 
Risks for Users. Proceedings of the 41st Hawaii International Conference on System Sciences – 2008.  
97 BERR, Consultation document on legislative options to address illicit P2P file-sharing July 2008.  
98 www.freepctech.com 
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able to choose to connect with any participant on the list and download the file for further use. 
The participant can save this file in his private folder or shared folder, so that other participants 
can also have access to this file. This way, second-generation networks enable participants to 
choose whether they want to share their files with others or not. As such, in a decentralised 
network, all participants can communicate directly with each other and share one another's 
resources. 
 
BitTorrent is one of the latest P2P networks, which is known as a third-generation P2P network. 
Similar, it is a P2P protocol or method which allows participants to share files at a much quicker 
transfer speed than the aforementioned types of P2P network, since BitTorrent users do not solely 
connect to one another in order to share files. In contrast, BitTorrent enables different parts of the 
same file to be downloaded from different sources, which is then able to come together to 
eventually complete the file99. A key feature of this system is that as soon as a user starts to 
download different file fragments, it automatically spreads these files to other users. This means 
that every time a participant downloads a file, it also uploads it at the same time. Therefore, 
BitTorrent allows an unlimited number of people to connect to one another while simultaneously 
sharing the same file. A BitTorrent tracker is required to coordinate the P2P transfer of files 
among BitTorrent users. With regards to user information, the IP addresses of each of the sources 
are also contained in a tracker file. For example, the website Pirate Bay allows users to download 
from their collection of torrent files. They also run a BitTorrent tracker for those files, so that 
participants can also upload torrent files. This technical aspect is also the weakest point of 
BitTorrent, since these websites are easy to track for copyright holders.  
 
More recently, anonymous downloading and uploading systems, known as darknet (like Freenet) 
servers, were established on the market. To date, there are no effective legal or technological 
methods which are able to stop darknets100. The apparent philosophy behind darknets is that they 
support free-flow of information and files, and fight censorship. With this in mind, there are no 
central servers or search directories enabling the location of files on the network. Instead, Freenet 
users contribute to the network by providing bandwidth and a portion of their hard-drive for 
storing files. Communication via Freenet nodes are encrypted, and the data is completely stored at 
random, meaning it could belong to any user; this is why determining who is downloading what 
information and establishing what the content is, is a complicated process101. Strengthening this 
anonymity, even the individual hosting the files does not know what is on his or her hard disk 
and, as such, a participant of the darknet could even have child pornography — or some other 
incredible inappropriate material — stored on his or her hard drive without knowing it102. 
 
 
3.2  Techniques to Combat Illegal Downloading 
 
Copyright holders are able to search the Internet for unauthorised distribution using various 
methods. There are also techniques on the market which enable ISPs to block illegal content from 
Internet traffic. An overview of some of these monitoring and preventive techniques is presented 
below.  
 

                                                
99 EIPR, Practice series (2006). Sweet and Maxwell.  
100 J.A. Pouwelse, P. Garbacki, D.H.J. Epema, H.J. Sips. Pirates and Samaritans: a Decade of 
Measurements on Peer Production and their Implications for Net Neutrality and Copyright. Delft 
University of Technology. 
101 R. Srivatsan. Network topology, routing and security model of Freenet. FOSS. IN 2007.  
102 There are ways of finding it out, but it is technically complicated.  
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The first method discussed here is placing hash marks — which are unique codes — in order to 
identify digital files, such as MP3 music files. Copyright holders then set up a list of so-called 
digital fingerprints, and the MP3 file — which is then spread through a P2P system — can then 
be identified. By comparing the files on someone’s computer with the files on the list, one is then 
able to detect whether a certain work has been copied from a bought CD or has been downloaded 
via the Internet. A similar method implemented is the use of metadata tags on files which contain 
specific information concerning its source. If files are identifiable then it is also possible to 
obstruct the dissemination of copyright protected contents103. Besides ISPs, it is also technically 
possible that websites take preventive measures by blocking illegal traffic; for example, Myp2p 
has agreed with a copyright holder of football matches that links are controlled before they are 
placed on the website104.  
 
Second, an ISP can also use a type of blocking software in order to prevent websites from 
offering illegal content by blocking a specific URL. Companies regularly use this technique with 
the objective of preventing their employees from visiting undesirable sites during working hours. 
This method can also directly block downloads from download sites. In addition, it is also 
technically possible for ISPs to block BitTorrent trackers. For example, ISPs in Ireland are 
already being asked by the Irish Record Music Association to block websites105. 
 
Third, another blocking method which can be used is blocking transfer protocols and their 
corresponding ports106. File Transfer Protocol enables file-sharing between hosts. ISP routers 
enable the recognition of various forms of IP traffic. For example, an ISP can detect whether 
there is BitTorrent — or any other P2P traffic — on its servers and then, based on the  identified 
traffic, an ISP can then decide to block or restrict the traffic in question. By blocking certain 
protocols and ports, traffic-shaping begins to take place. However, most file-sharing applications 
use a range of ports and, if the ISPs were to adopt this route, the file-sharers would ultimately 
move to different port locations107. It is important to note that blocking URL’s, transfer protocols 
and their corresponding ports also affect legal content . Given that legal content is blocked by 
those techniques it is not a desirable solution, since it might interfere with the freedom of 
expression.  
 
Fourth, bandwidth shaping is the control of traffic in order, to amongst other things, optimise 
bandwidth, by delaying P2P traffic. This kind of traffic shaping provides a means to controlling 
the volume of traffic being sent into a network in a specified period. For an ISP to apply this 
method an additional technique is more often implemented by the entertainment industry — 
known as Deep Packet Inspection — which is able to recognise the identity of traffic. This 
technique examines the data while searching for predefined criteria in order to determine whether 
the packet can pass or whether it has to be blocked. However, Deep Packet Inspection has an 
impact on privacy since it identifies content108. 
 
                                                
103 B. Schermer, Technische maatregelen (deel V) Content herkenning, March 2009, 
www.futureofcopyright.com.  
104 Brein. Myp2p gaat preventief filteren. www.futureofcopyright.com.  
105 J. Cheng. Record industry talks Irish ISP into blocking P2P sites. 23 February 2009, 
www.arstechnica.com.  
106 B. Schermer, Technische maatregelen (deel III) Protocol en poortblokkering, March 2009, 
www.futureofcopyright.com.  
107 Laurence’s Blog. Why it is technologically impossible to block modern file-sharing. 
www.blog.entek.org.  
108 108 B. Schermer, Technische maatregelen (deel IV) Bandwith shaping, March 2009, 
www.futureofcopyright.com., See also wikipedia.com- searchterm- bandwidth shaping.  
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In contrast to monitoring tools which copyright holders can conduct themselves, to apply  
blocking tools, the ISPs have to cooperate because, ISPs are the only one who can block Internet 
traffic on their networks. However, cooperation between copyright holders and ISPs creates new 
challenges. This issue will be discussed in Chapter 5.  
 
Methods other than blocking are aimed at monitoring and detecting. These methods register the 
date and time of an observation, metadata for the infringing file, and the IP address of the user. 
For example, the File-Sharing Monitor or Media Tracker mainly target users participating in 
second generation P2P networks and not BitTorrent users. This software connects to the P2P 
network, searches for sources of the infringing file, and requests to download the file from the 
host that was found through the search. Upon completion of these steps, if the host permits the 
download and starts to upload the file, various information is then automatically inserted into a 
database109, such as the filename, the file size, IP-address, P2P protocol, P2P application, time, 
and the username. As such, these methods actually mimic a user on a file-sharing network in 
order to collect information concerning files stored on hard drives of the relative persons.  
 
Another way to monitor illegal file-sharing is provided by spyware which is a type of computer 
software installed on a computer with the objective to receiving control over the user's interaction 
with the computer. This software secretly monitors the user's behaviour so that it can collect 
various types of personal information, such as the user’s Internet surfing habits110. The use of 
such programs without the user’s consent is prohibited in many countries111, because these 
programs transmit sensitive information. With this in mind, this method of monitoring constitutes 
a significant threat to the privacy of Internet users. 
 
Finally, another way of detecting these users is through a system called Early Propagator. This 
system identifies one of the first individuals to leak unauthorised content onto the Internet. When 
the leak has been validated, the system monitors all subsequent downloads112. The evidence 
includes a copy of the infringing file downloaded from the hosting site and information on the 
individual who originally posted the offending file. 
 
In practice, companies specialising in anti-piracy solutions — such as Media Defender — are 
hired by the media industry (like BPI) with the objective of detecting copyright infringers on the 
Internet. Such monitoring companies conduct their business online, actively searching for people 
who are using P2P systems and Bittorrent systems in order to download music and other 
copyright-protected materials. For example, such solutions trap Internet users into downloading 
fake torrents so that the organization responsible for monitoring is able to collect the IP addresses 
of these users. Once suspected image files are found, specific software then collects the IP 
address of the personal computers trading those files. The alleged IP-addresses are later passed on 
to an ISP, who is in a unique position to link addresses to their subscribers, since these addresses 
are assigned to ISPs. Accordingly, the ISP is in a position to then reveal the identities of alleged 
subscribers. Therefore, due to the skills and solutions of such monitoring companies, copyright 
holders are able to gather evidence of possible copyright breaches.  
However, as we will see in Chapter 5, these monitoring techniques are a potential threat to 
privacy interests.  
 

 

                                                
109 Torrentfreak. This is how we catch you donwloading (2007) www.torrentfreak.com.  
110 See www.wikipedia.com or www.grc.com 
111 See UK Computer Misuse Act and Dutch Penal Code (Article 138A) 
112 www.baytsp.com 
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4 

The Right to Privacy and the Protection of Personal Data 
 
4.1 Introduction  
 
So far this study has thrown light on the various principles underlying copyright. Chapter two 
described that due to digital technologies individuals upload and download music files 
(pseudo)anonymously and therefore infringe copyrights. Copyright holders detect with the use of 
various techniques suspected IP-addresses and only the ISPs are able to identify these addresses. 
Consequently the enforcement of copyright does not just take place in the public sphere but found 
his way into the private sphere. Case law from the UK and the Netherlands showed how courts 
deal with identification of illegal file-sharing. In order to determine in which ways privacy 
interests are at stake in these situations, I firstly have to assess the scope and various aspects of 
privacy.  
 
 
4.2  Historical Background of the Right to Privacy 
 
The origins of the right to privacy date back to ancient Athens113. An article from the American 
lawyers, Warren and Brandeis, published in 1890 in the Harvard Law Review is said to be one of 
the most influential appeals on privacy114. According to these lawyers, due to instantaneous 
photographs, newspaper enterprise portrait circulation and gossip, privacy was significantly 
threatened. These acts were no longer the resource of the idle and the vicious, but had become a 
trade115. For this reason, they pleaded for an independent right to privacy.  
  
In 1939 the right to privacy obtained real acknowledgment as it was taken into the Restatement of 
the Law of Torts. As a result, the right was recognised by almost all states of America, but it was 
only after the Second World War that Europe started to pay real attention to the right to privacy. 
This right was taken into the European Convention on Human Rights in 1950116 (ECHR). 
Thereafter, privacy was recognised by other international regulations as well, such as in the case 
of Article 17 of the United Nations International Covenant on Civil and Political Rights, Article 
12 of the Universal Declaration of Human Rights, Council of Europe (CoE) Convention for the 
Protection of Individuals with regard to Automatic Processing of Personal Data117 and OECD 
Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data.  

                                                
113 Privacy was already known in connection with property right in ancient Athens. See D. Zacharias. New 
tendencies concerning the right to privacy. (2005) Rechtswissenschaft, Aachen: Shaker Verlag.  
114 See D. Zacharias, supranote 113.  
115 Warren and Brandeis. The right to privacy (1890) Harvard Law Review. Vol IV no 5. See www.abolish-
alimony.org. In 1905 this right was for the first time recognized by the Supreme Court of Georgia. See F. 
de Graaf. Persoonlijkheid, priveleven en persoonsgegevens (1977).Dissertatie. Alphen aan den Rijn: H.D. 
Tjeenk Willink. 
116 European Convention of Human Rights and Fundamental Freedoms. 4 November 1950, 213 U.N.T.S. 
222. Text of Article 8: “1.Everyone has the right to respect for his private and family life, his home and his 
correspondence. 2. There shall be no interference by a public authority with the exercise of this right except 
such as is in accordance with the law and is necessary in a democratic society in the interests of national 
security, public safety or the economic well-being of the country, for the prevention of disorder or crime, 
for the protection of health or morals, or for the protection of the rights and freedoms of others.” 
117Council of Europe. 28 January 1981. European Treaty Series- No. 108.   
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The European Commission noted that, although the CoE Convention was already adopted, it 
appeared that most Member States of the European Community were reluctant to consent to this 
Convention. As a response, the European Commission introduced a Directive which resulted in 
Directive 95/46/EC118. This directive provides general rules regarding the protection of 
individuals so far as the processing of personal data and the free movement thereof is 
concerned119. But, in 1997 and again in 1999, the Article 29 European Working Party120 
expressed concerns surrounding the massive growth in the amount of data as more and more 
aspects of daily activities were conducted online, and more of what persons do would be 
recorded. It highlighted a need for anonymity in the online world, and held that the collection of 
identifiable personal data should be limited to the minimum necessary121. Due to these pressures, 
the European legislator replaced Directive 97/66/EC122 on the processing of personal data in the 
telecommunications sector with a new Directive which was adapted to the digital era, namely 
Directive 2002/58/EC. 
 
 
4.3  Concept and Scope of the Right to Privacy 
 
As we have seen previously in the paper, the protection of personal data is covered by Article 8 
ECHR. The ECHR has established a human rights system which all European countries have to 
respect; they are obliged to respect the rights listed in the Convention. Due to the legal position of 
the Convention and the enormous case law on the right to privacy, the European Court of Human 
Rights has become the leading authority in interpreting the scope of the right to privacy. Member 
States — and even the ECJ — scrutinise the Strasbourg jurisprudence attentively and, therefore, 
interpretations from the European Court of Human Rights also provide the frame of reference for 
this chapter.  
 
The right to privacy or the right for every individual to experience a private life has ranged from 
the right to be left alone123, to the right to control information124, to development of the 
personality125. In 1992 the European Court of Human Rights had already stated that the term 
‘private life’ is a broad concept, and that it is not “possible or necessary to attempt an exhaustive 
definition”.126  Nevertheless, as time has passed and society has evolved, the Court has 
recognised various elements which constitute a private life. For example, in Botta v. Italy it was 

                                                
118 See H.R Kranenborg. Toegang tot documenten en bescherming van persoonsgegevens in de EU (2007), 
Leiden: Meijers Instituut. at page 70.  
119 Lee A. Bygrave. Data Protection Law: Approaching its Rationale, Logic and Limits. (The Hague: 
2002), at page 2. 
120 European Working Party on the protection of individuals with regard to the processing of personal data. 
Recommendation 3/97 “Anonimity on the Internet”, adopted 3 December 1997, at page 11.  
121 Recommendation 3/99 on the preservation of traffic data by Internet Service Providers for law 
enforcement purposes. Adopted on 7 September 1999 
122 Directive 97/66/EC of 15 December 1997 on the processing of personal data and the protection of 
privacy in the telecommunications sector. OJ L 53, 14 January 1998.  
123 See Warren and Brandeis, supranote 115.  
124 Neill. Privacy: A challenge for the next future (1999), p. 22-23. In: Protecting Privacy. New York: 
Oxford University Press.  
125 See also R. Wong. Privacy: charting its developments and prospects. P. 148. In: Human rights in the 
digital age (2004). London: The Glasshouse Press.  
126 European Court of Human Rights; Niemetz v. Germany, Judgment of 16th December 1992. (Application 
no. 13710/88), paragraph 29.  
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stated that a private life includes a person’s physical and psychological integrity127, and in Pretty 
v. United Kingdom the notion of personal autonomy was recognised as an underlying principle of 
the right to respect of a private life128. Furthermore, the right to establish and develop 
relationships with other human beings is also recognised as being part of the right to privacy129.  
More importantly, the European Court of Human Rights found that the protection of personal 
data is also covered by the right to each person’s respect for a private life. For example in Z. v. 
Finland the European Court of Human Rights referred to the CoE Convention130, and, in Marper 
v. United Kingdom, the European Court of Human Rights explicitly held that the “protection of 
personal data is of fundamental importance to a person's enjoyment of his or her right to respect 
for private and family life, as guaranteed by Article 8 of the Convention”131.  
 
In previous areas within this study, it has been noted that in all case law regarding illegal file–
sharing, the protection of personal data has been a constant and reoccurring issue. It is, therefore, 
beyond the scope of this study to discuss all other elements involved in the one consideration of 
privacy, which is why the following considerations of this study primarily focus on the protection 
of personal data.   
 
 
4.4  Concept of Protection of Personal Data 
 
Up until the sixties, the private sphere was mainly concerned with the physical spaces in which an 
individual was able to retreat to from the world outside, which was obviously inclusive of areas 
such as the house and other private spaces132. But, due to technological developments on the 
registration of personal data in the sixties, the scope of the right to a private life was again under 
discussion. Soon thereafter, the concept of informational privacy was introduced in 1976 by 
Westin, who is known as the founder of informational privacy. Westin described that anonymity 
occurs when the individual is in a public space but seeks freedom from identification and 
surveillance. He stated that while an individual might only be riding a subway or undertaking any 
other activity deemed ‘normal’ or average, he would not expect to be personally identified unless 
he was in the public eye in some form. To the contrary, the fear that one is under systematic 
observation in public spaces destroys the sense of relaxation and freedom which people seek in 
open spaces and public arenas133. 
 

In this context, De Graaf described in his dissertation how this informational privacy could 
compromise with the classical notion of privacy. De Graaf explains that the traditional belief that 
one should have the right to respect for his private, intimate and physical sphere is out of date134. 
                                                
127 European Court of Human Rights; Botta v. Italy, Judgment of 24 February 1998, 26 EHRR 241, p. 32. 
128 European Court of Human Rights; Pretty v. United Kingdom (app. 2346/02), Judgment of 29 April 
2002; 35 EHRR 1285, para 61. 
129 European Court of Human Rights; Rotaru v. Roemenia. Judgment of 4 May 2000, (Application no. 
28341/95), para. 43. For Convention see Series no. 108, Strasbourg, 1981. 
130 European Court of Human Rights; Z. v. Finland, judgment of 25 Februari 1997. (App. No. 22009/93, p. 
113. 
131 European Court of Human Rights; S and Marper v. United Kingdom. Judgment of 4 December 2008, 
(App. No. 30562/04 and 30566/04), para. 103.  
132 L. Verhey. Horizontale werking van grondrechten in het bijzonder van het recht op privacy. (2001) 
Zwolle: Tjeenk Willink, p. 193. He refers to Dutch legal scholars like Brauw and Aubel.   
133 See A. Ekker. Anoniem communiceren van drukpers tot weblog (2006). Diss. ITER, Den Haag: SDU 
Uitgevers, p. 20. See also A. Westin. Privacy and freedom. (1967) New York, p. 7 
134 F. De Graaf. Persoonlijkheid, priveleven, persoonsgegevens (1977), diss. Alphen a/d Rijn: Tjeenk 
Willink. P. 163-169.  
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Instead, private life should consist of the space that a person needs for functioning with the 
objective of preserving his identity and autonomy in so far as it is connected to his individuality. 
That is why an individual should not have to tolerate unwanted interference and inspection by 
others and, each time identification occurs, it ultimately infringes a person’s anonymity. 
Therefore, De Hert finds that anonymity is one of the basic functions of privacy.135 On the other 
hand, Ekker, who conducted a study into the constitutional protection of anonymous public 
communication, finds that a legal right to communicate anonymously does not exist, as such, but 
is rather based on informational privacy136.  Ekker finds it worrisome that, in the Netherlands, 
Internet providers can — without a court order and without knowledge of the subject data — 
disclose personal details; he finds that only a court can weigh the involved constitutional interests 
and not a private party137. 

 
Others, such as Blok, pleaded in 2002 that in order to adequately place the protection of personal 
data under the right to privacy would cause inflations of claims on privacy protection138.  Blok 
voiced concerns that the right to privacy could be infringed each and every time personal data 
concerning an individual is registered. Moreover, due to this inflation, the status of the 
fundamental right to privacy declines. Furthermore, according to Blok, privacy is an individual 
right; the individual is given the opportunity to determine for him- or herself whether to choose 
absolute privacy or to open up the private sphere to others139.  

Another point of view on the topic of anonymity and protection of personal data comes from the 
Dutch Advocate General, Huydecoper, who pointed out that guaranteeing anonymity for 
participants in the electronic trade encourages a variety of illegal, unlawful and undesirable 
practices140. But, it then has to be said that either way, the ECJ clearly addressed the point that the 
right that guarantees protection of personal data has the status of a fundamental right and forms 
part of the private life141. The ECJ also clarified the belief that, although these rights are listed 
separately in Article 7 and 8 of the Charter of Fundamental Rights, the protection of personal data 
is an element of the right to a respect for private life142. 
 
Furthermore, in Halford v. United Kingdom the European Court of Human Rights held that in 
order to determine whether an act affected an applicant's private life, the “reasonable expectation 
of privacy” test should also be taken into account143. This means that there is room for privacy 
interest if the person presumes that this right exists in a certain situation, and that this 
presumption is justified under such conditions144. Whether such an expectation exists depends 

                                                
135 P. de Hert. The Case of Anonimity in Western Political Philosophy: Bejamin’s Constant’s Refutation of 
Republican and Utilitarian Arguments against Anonimity (2003). The Hague: IteR, see introduction.   
136 See A. Ekker, supranote 133.  
137 See A. Ekker supranote 133, p. 230 
138 P. Blok. Het recht op privacy. (2002) Den Haag: Boom Juridische Uitgevers, p. 121-129. 
139 See P. Blok. supranote 138, p. 282-284, 323 
140 Mr. Huydecoper. Conclusie, zaaknr. C04/234HR, 24 Juni 2005.  
141 See Promusicae case, supranote 66, para. 63. 
142 See Promusicae case, supranote 66, para 64. For Charter see 2000/c 364/01. Kranenborg examined why 
these guarantees are listed in separate articles but he found that there is no explanation provided in any 
document for. See supranote 118, p. 113. 
143 See also European Court of Human Rights; Peev v. Bulgaria, judgment of 26 July 2007, application no. 
64209/01, para 38.  
144 This doctrine is also applicable in civil court proceedings. See Court of Human Rights; Von Hannover  
v. Germany, judgment of 24 June 2004, (Application no. 59320/00) 
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purely on relevant factors of the case145. However, an explanation provided by the European 
Court of Human Rights in P.G. and J.H. v. the United Kingdom illustrates the fact that, despite 
the absence of such expectations in regards to privacy in certain situations, the right to privacy 
could still be relevant. The European Court of Human Rights maintained that a person’s 
reasonable expectations as to privacy may be a significant — although not necessarily a 
conclusive — factor. For example, a person who walks down the street will, inevitably, be visible 
to any member of the public who is also present; however, private-life considerations may 
ultimately arise once any systematic or permanent record comes into existence whereupon such 
material from the public domain is made available.146 
 
In the light of the foregoing analysis, the protection of personal data covers, on the one hand, a 
right to be free from public scrutiny in circumstances where it is reasonable to act on this 
assumption. On the other hand, the protection of personal data covers the right to be able to 
decide whether a person opens up his or her private life for others or not, and, in this context, to 
be able to determine and maintain control over his personal details — especially the 
communication thereof. This is also known as ‘informational self determination’. However, I 
believe that that there is no right such as being anonymous because, due to the digitisation of both 
the public and private services, it is now virtually impossible for any individual to be anonymous. 
Besides, if such a right were to exist, then all kinds of unlawful activities would ultimately be free 
from scrutiny. 
 
 
4.5  Restriction on the Right to Privacy 
 
The right to privacy is not absolute and can, therefore, be infringed under certain limitative 
conditions. These conditions are listed in paragraph 2 of Article 8 of the ECHR. And although 
this provision was primarily meant for vertical relations, meaning civil versus state, it has been an 
inspiration for horizontal relations as well. Also European law on data protection is based on the 
same principles; for example Article 15 of Directive 2002/58 has incorporated a similar method 
as Article 8 (2) ECHR. Article 8 (2) can only be invoked if the interference was in accordance 
with the law, necessary in a democratic society and in the interests of a legitimate aims. These 
conditions are to be narrowly construed147. First, in accordance with the law, interpretation has 
been concluded to mean that there must have been some form of legal basis for interference, 
including the fact that its scope and manner of exercise must be indicated with sufficient 
clarity148. Second, the restriction is for one of the specified legitimate aims as mentioned in 
paragraph 2 of Article 8 ECHR, with particular interest on the protection of the rights or freedoms 
of others. This limitation covers situations where the privacy interests clash with a third interest. 
Obviously, the possibility of conflicts of rights concerning privacy had already been predicted by 
the drafters. 
 

                                                
145 For example in Halford the applicant had a reasonable expectation of privacy when using the internal 
communication network; no warning had been given that calls made on that system would be liable for 
interception, and the applicant had use of her office where there were two telephones, one of which was 
specifically designated for her private use. 
146European Court of Human Rights; P.G. and J.H. v. the United Kingdom, Judgment of 25 September 
2001, ( app. No. 44787/98), Para 57.  
147 European Court of Human Rights;  Silver v. United Kingdom, judgment of 25 March 1983, 5 EHRR 
347, para. 97 
148 European Court of Human Rights; Sunday Times v. UK, judgment of 26 April 1979, 2 EHRR 245, para 
49.  
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In addition to being lawful and serving a legitimate purpose, the restriction must be necessary in a 
democratic society for serving that purpose. If individuals pursue their rights then it is presumed 
that the interference is being necessary in a democratic society, because individuals should be in a 
position to protect their interests149.  However, since the notion of “necessity” is linked to that of a 
“democratic society”, a restriction on the right to privacy cannot be regarded as “necessary in a 
democratic society” unless, amongst other things, it is proportionate to the legitimate aim 
pursued150, meaning that it will not be justifiable if the means used to achieve the aim are 
excessive in the circumstances. In addition, the subsidiarity test is part of this notion, which 
covers that when there are less drastic ways of achieving the aim, then those techniques must be 
implemented151. Moreover, the term ‘necessary’, does not have the flexibility of such expressions 
as ‘useful’, ‘reasonable’, or ‘desirable’, but rather implies the existence of a ‘pressing social need’ 
for the interference in question152.  
In short, the Court usually first assesses whether the facts are covered by Article 8. If so, then the 
Court reviews whether the right to privacy has been infringed with the use of the reasonable 
expectation doctrine; if the answer is in the affirmative then — and only then — will the Court 
assess whether the infringement can be justified on the ground of paragraph 2 of Article 8.  
 
 
4.6  European Law on Data Protection in the Digital Era  
 
The ECJ had already stated the provisions of the Directive 95/46/EC in so far as they govern the 
processing of personal data is dominated by the case law of article 8 ECHR153. In the context of 
processing personal data in the electronic communications sector Directive 2002/58/EC154 is 
relevant. An important aspect of this Directive is illustrated by Article 5, which states that 
Member States shall, amongst other things, ‘prohibit listening, tapping, storage or other kinds of 
interception or surveillance of communication, and the related traffic data by persons other than 
users, without the consent of the users concerned. The ECJ clarified that the term personal data 
covers any information relating to an identified or identifiable natural person155. An IP address is 
included under the definition of traffic data and if such data is linked with an individual it is 
considered to be personal data in the context of Directive 95/46/EC.156 In adition, the Article 29 
Working Party has confirmed several times that IP addresses are personal data.  
As mentioned before, Article 15 of Directive 2002/58/EC provides Member States with the 
chance to adopt restrictive measures when such restriction constitutes a necessary, appropriate 
and proportionate measure within a democratic society, with the aim of safeguarding the national 
security, defence, public security, and the prevention, investigation, detection and prosecution of 

                                                
149 See C. Alberdingk Thijm, supranote 13, p. 59.  
150 European Court of Human Rights; Dudgeon v. United Kingdom, Judgment of 22 October 1981, 
(Application no. 7525/76), Para 53.  
151 European Court of Human Rights; Hatton and Others v. United Kingdom, judgment of 8 July 2003. 
App. 36022/9734, 37 EHRR 611.  
152 See Dudgeon v. United Kingdom, supranote 144, para. 51.  
153 Case C-465/00 Rundfunk [2003] in joined cases C-465/00, C-138/01 and C-139/01 ECR I-4989, 
paragraph 68.  
154 Directive 2002/58/EC.  
155 European Court of Justice, Case C-101/01, Bodil Lindqvist,  6 November 2003.  
156 Data Protection Working party, Working Document Privacy on the Internet: An Integrated EU 
Approach to Online Data Protection, 21 November 2000, at page 33. See also CBP. Richtsnoeren 
publicatie van persoonsgegevens op internet (2007), p. 9. See also C. Goemans and J. Dumortier. 
Enforcement Issues: Mandatory Retention of Traffic data in the EU: Possible Impact on Privacy and 
Online Anonymity. (2003) The Hague: IteR.  
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criminal offences or of unauthorised use of the electronic communication system, as referred to in 
Article 13(1) of Directive 95/46/EC.  
 
As one can see, the rights and freedoms of others are not mentioned explicitly, which is why the 
ECJ in the Promusicae case interpreted Article 15 2002/58/EC broadly by means of including in 
its judgment the exception of the rights and freedoms of others, despite the fact that this was only 
mentioned in Article 13 of Directive 95/46/EC. Whether this was what the legislator had in mind 
must be in doubt, and Recital 11 of 2002/58/EC seems to confirm this assumption. This Recital 
— which explains Article 15 of this Directive — again in no way makes the assumption that the 
rights and freedoms of others are applicable, although it does nevertheless summarise all of the 
other interests which justify a restriction of the right to privacy. This is also what the AG tried to 
make clear in her Opinion157. The AG found that the exceptions mentioned in Article 13(1) of 
Directive 95/46/EC are applicable in the electronic communications sector, but only in as far as 
they are expressly included in Article 15(1) of Directive 2002/58/EC. The AG established this 
conclusion by finding that Article 15(1) of Directive 2002/58/EC  is a lex specialis as compared 
with Article 13(1) of Directive 95/46/EC, since the latter applies to all personal data while the 
former is relevant only to personal data in the electronic communications sphere. Although I do 
not disagree with the ECJ’s decision because the protection of intellectual property as a 
community interest would otherwise be affected, the AG does irrespectively hold a strong, valid 
point. 
 
 
4.7  Protection of Personal Data According to English Law 
 
Until recently, in the UK the right to privacy was not expressly guaranteed by a written law. 
Instead, the courts have recognised this right in the common law actions of amongst others breach 
of confidence, defamation and trespass158. In the past, UK citizens were only ever able to actively 
enforce the right to privacy by having their case heard by the European Court of Human 
Rights159. However, in November 1998 this started to change when, after a lengthy debate of 
about 30 years, Parliament passed the Human Rights Act of 1998, which incorporated the ECHR 
into domestic law. As a result, the courts became obligated to hear human rights cases and to 
actively test whether British laws consistently and adequately comply with the ECHR. This 
means that when an individual makes an appeal on the duty of confidentiality, the exceptions of 
the right to privacy as is envisaged in the European Convention on Human Rights are 
automatically weighed against the competing interest.160 
 
The first legislation in the UK concerning data protection was the Data Protection Act 1984. This 
followed the principles of the OECD Guidelines of 1980, and the CoE Convention of 1981. At 
that stage the Act only applied to data stored on a computer. However, when the Data Protection 
Act 1998, implementing Directive 95/46/EC, was passed on 16 July, 1998161, the scope of the UK 
Act was broadened162. Nowadays, the UK Data Protection Act 1998 is the main piece of 

                                                
157 Opinion AG Kokott, C-275/06, Productores de Música de España (Promusicae) v Telefónica de España 
SAU.18 July 2007, paragraphs 85-89. 
158 S. Haenggi. The right to privacy is coming to the UK: Balancing the individual’s right to privacy from 
the press and the media’s right to freedom of expression. Houston of International Law, Vol. 21, number 3, 
p. 559.   
159 See S. Haenggi, supranote 158, p. 539.   
160 See para 125.  
161 The act was subsequently entered into force in March, 2000.  
162 This information is taken from www.privireal.org.  
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legislation that governs the protection and control of personal data. The Act defines a legal basis 
for handling of personal information and anyone holding personal data is legally obliged to 
comply with this Act, subject to some exemptions. Further, according to this Act where 
disclosure of personal data is required, Section 35 provides an exemption. This Section states that 
personal data are exempt from the non-disclosure provisions if the disclosure is required by any 
rule of law or by the order of a Court or is otherwise necessary for defending legal rights. 
 
 
4.8  Protection of Personal Data According to Dutch Law 
 
Since 1983, the Dutch Constitution has incorporated a general right to privacy in Article 10, with 
Article 10 (1) having an effect on relationships between private parties (horizontal effect). By 
1987, the Dutch Supreme Court ruled that the content of the right to respect for one’s private life 
is determined at least in part by Article 8 ECHR, which also applies to the relationship between 
private parties163. Therefore, the scope of Article 8 ECHR and Article 10 of the Dutch 
Constitution is more or less equivalent164. But, it is still debated amongst scholars whether all 
elements of Article 8 ECHR have direct effect on private entities. Some scholars argue that 
fundamental rights have only an indirect effect, that is, private entities are bound by the values 
which are considered to underlie the fundamental rights that are also part of the private order, 
such as when the right has been embodied in a statutory provision, or else also via Article 6:162 
of the Dutch Civil Code165. In this case, the judiciary implements the right to privacy as a guiding 
principle in applying private law. However, either way it would be beyond the scope of this thesis 
to settle this discussion. For us, it is important to realise that, in the Netherlands, private parties 
and legislature are obliged to respect the right to privacy of others, and the judiciary is bound by 
the interpretation provided by the Strasbourg jurisprudence.  
 
Paragraph 2 of Article 10 states that the legislator should provide statutory rules on the processing 
of personal data. Based on this paragraph, the Wet Persoonsregistraties was adopted, which has 
already been replaced by the Wet bescherming persoonsgegevens (Personal Data Protection Act). 
This Act came into force in September, 2001, and implements the Directive 95/46/EC.  
 
As mentioned earlier on in this thesis, the ISPs are able to communicate personal data to third 
parties without a court order, as is based on Article 8 (f) of the Dutch act, which lists that personal 
data may only be processed where the processing is necessary for upholding the legitimate 
interests of the responsible party or of a third party to whom the data are supplied, except where 
the interests or fundamental rights and freedoms of the data subject, in particular the right to 
protection of individual privacy, prevail166. The legislator has provided instructions for entities on 
how they should consider whether personal data should be disclosed to a third party167. The 
Supreme Court has taken over these conditions, as we have seen in the Lycos/Pessers case.  
 
 

                                                
163 H. Nieuwenhuis. Fundamental rights talk (2006). In: T. Barkhuysen and S. Lindenbergh. 
Constitutionalisation of private law. Leiden: Koninlijke Brill. The author  cites the Hoge raad, 1987, NJ 
1987, 928.  
164 W. Steenbruggen. I know what you did last summer. Javi, December 2002, issue 3. 
165 J. Smits. Private law and fundamental rights: a skeptical view (2006). In: T. Barkhuysen and S. 
Lindenbergh. Constitutionalisation of private law. Leiden: Koninlijke Brill. 
166 Unofficial translation from www.dutchdpa.nl.  
167 See Tweede Kamer, Explanatory memorandum on the Personal Data Protection Act, 25892, no.3.  
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5 

The Interaction between Copyright and Privacy in the 

Context of P2P-Networks 
 
5.1 Introduction  
 
We have seen that both the right to privacy and copyright reformed due to technological 
developments. No longer is the private sphere exclusive to the house and other physical intimate 
spaces; instead, it has become a much broader concept that, amongst others, includes 
informational privacy or the protection of personal data. And even though, the right to privacy is 
highly ranked in various regulations and international rules, on a daily basis, individuals choose 
to sacrifice their privacy to some degree or another. Take for example programmes like Big 
Brother and the Gouden Kooi which involve people showing their daily habits while they are 
monitored continuously around the clock. That is why the right to privacy is an individual right, 
meaning that one has the freedom to choose whether he or she wants to make use of the rights of 
privacy or not; it is all a matter of choice. Because this right is person-related, the reasonable 
expectation doctrine is relevant to determining whether a person created an atmosphere where the 
interest of privacy is insignificant. 
 
As the legislative history of copyright has revealed, it is based on the utilitarian and justice 
principle. These justifications do not necessarily contradict, yet scholars who support the 
utilitarian view are critical when attempts are made in order to broaden the scope of copyright in 
contrast with scholars who support the justice principle168. We have also seen that copyright is no 
more exclusively an industrial regulation, as since recently consumers and other individuals like 
website holders are held liable for copyright infringement. In particular, P2P networks which 
enable copyright-protected materials being disseminated quickly and without any costs invested 
have been worrisome for copyright holders. These worries are justified since any household with 
a personal computer and the Internet can obtain whichever music they wish to possess. Record 
companies in particular are understandably concerned that, in a world where a complete 
collection of music is freely accessible at any time and from any place and with their businesses 
built on tangible trade, they would no longer be viable. As a response, copyright holders have had 
very little other choices than to initiate civil proceedings against Internet users who choose to 
share music files through these kinds of P2P networks. 
 
Luckily for the copyright holders, the technological ability to control the copying of their works is 
much more available with digital technology. We have seen that various methods are available, 
such as techniques which enable the investigator to identify the user and the content which is 
being disseminated. Besides these detecting methods, preventive measures which actively block 
content is also available on the market, allowing copyright holders to detect IP-addresses which 
have been involved in file-sharing, who can then request that the relevant ISPs identify the 
addresses so that they can begin civil proceedings against copyright infringers. However, in 
addition, this is also the biggest concern for consumers who simply want to undertake their 
activities on the Internet anonymously. It is not for the first time that the music industry has 
attempted to disobey the private sphere of users when it comes to inspecting whether copyright 
has been infringed; this was also witnessed in the sixties surrounding issues on analogue copying, 
                                                
168 Spoor, Verkade, Visser, supranote 19, p. 11.  
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which was also a keen matter of discussion. Apparently, as this thesis represents, history repeats 
itself. 
 
We have seen how the ECJ dealt with this problem in the Promusicae case. The Court found that 
there is the need to reconcile both interests169. However, assuming that copyright has deliberately 
been infringed, it has been a matter of dispute as to whether the right to privacy is really at stake 
in such cases170. This discussion is of interest since it could lead to a conclusion which states that 
striking a fair balance is not required. In order to verify this, it is ultimately important to first 
determine whether there is any real violation of the right to privacy, before then going on to 
weigh the competing interests171. 
 
 
5.2  Uploading Music Files and Privacy 
 
Let’s first consider activities covering uploading files. In this section, I will provide arguments as 
to why privacy interests are not at stake when personal data of users who upload copyright 
protected works are disclosed to copyright holders by ISPs. Chapter two illustrated that uploading 
music files in the sense of making music files available to others, is seen as infringing the 
copyright holder’s exclusive rights to publishing or communicating to the public. This right is the 
underlying basis of copyright, purely because it enables the creator to control the use of his or her 
own works; without this right, their own work would go into the public domain and anyone 
anywhere would be permitted to use it in any way they desire. Obviously, if the copyright holder 
is not in a position to protect this right, he or she is no more the owner of the work in question. In 
that perspective the ECJ implicitly recognised that an author’s right to control distribution of his 
or her own work has a constitutional dimension, which might be capable of restricting someone 
else’s fundamental freedom172.  
 
 Chapter three discussed that uploading takes place in various forms. First, users who participate 
in P2P networks can upload music files from CD’s onto their hard drives, connect this to the 
Internet through the use of P2P software, and expose these to others who then can download files 
from the network (also known as seeders). Second, users who have downloaded a file via a 
second-generation decentralised P2P network — such as Kazaa — can, in return, place this in a 
shared folder for other users who participate in the network. Third, files can be uploaded through 
the use of networks such as BitTorrent. In this case, users browse the Internet in order to find a 
torrent of interest, and then download and open the file using a Bit Torrent client. However, from 
the moment the download begins, the file is also automatically uploaded. And finally as discussed 
in chapter two, courts have held internet-users - who operate BitTorrent websites and websites 
providing hyperlinks - liable for copyright infringement if the websites encourage and facilitate 
uploading and these website holders are aware of the fact that via their websites copyright 
protected materials are disseminated on a wide scale173.  
                                                
169 See para. 65.  
170 In this study, it is important to bear in mind that anonymity in relation to freedom of expression is not 
part of this discussion. A distinction is necessary, since the principle of anonymity has more value when its 
purpose is the protection of the ability to express one’s thoughts without fear. In contrast, the desire to be 
anonymous so that one is able to utilise copyright protected materials is a different conception altogether.  
171 G. Schuijt. Eer en goede naam, privacy en de noodzakelijkheidstoets na Van Gasteren/Hemelrijk. 
Mediaforum 2008-3, p. 107.  
172 European Court of Justice. C-479/04. Laserdisken case, 12 September 2006, paras. 64-65.  
173 See case law addressed in chapter two, like Gerechtshof Amsterdam Leaseweb tegen Brein 03-07-2008 
LJN: BD6223, para 4.6 and 4.7. And see also Gerechtshof Amsterdam. Brein v. Technodesign, 15 June 
2006, LJN: AX7579.  
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I believe that users who purely upload music files or enable others to upload - which can be done 
when users provide websites or links to facilitate others downloading, or if users for the first time 
bring a music file into circulation - affect copyright at its very core, because they are at the 
beginning of the chain of severely infringing the exclusive rights to publishing works. It is these 
users who are most liable. In the analogue world, publishers were held liable for unlawful 
publishing. With this in mind, it should not be any different when, due to digitisation, amateurs 
are in a position to publish clones from original works, easily and on a wide scale similar to that 
which only professional publishers can reach. The principle is still the same: Distributing files 
without authorisation infringes copyright, and there is no other way for this to be interpreted. 
Therefore, ‘amateurs’ are obliged to comply with the same rules as professional publishers, and 
they cannot use their amateur position or supposed ignorance of the laws as an excuse. In order to 
completely prevent copyright infringing, P2P networks and websites could be shut down so that 
identification is omitted, but this is not an adequate measure, because copyright holders have the 
right to be in a position to claim damages from website holders and end-users who choose to 
expose works to others through their hard drives. 
 
The assumption that privacy interests of the internet user is at stake if a ISPs reveals his personal 
data to the copyright holder is not convincing; P2P file-sharing is actually a form of trade since 
music files are exchanged on a wide scale through up- and downloading. While a music shop has 
a broad catalogue of CD’s for sale, an Internet user offers his catalogue to others via his shared 
folder. Although he will not earn any money in return, he might earn permanent access to a 
different music file by simply sharing his own. Therefore, the underlying principle of P2P 
networks and music shops is quite similar, although there is one key difference: Instead of 
money, music files are traded. And although these Internet users are simple individuals, they 
nevertheless offer their products on the worldwide web. But, unlike in the traditional trade where 
a dealer is required to register his- or herself via a Chamber of Commerce in official trade 
registers,174 in P2P networks participants are anonymous. This is clearly not desirable since 
infringement of exploitation rights of copyright holders takes place.  
 
Besides, a person who chooses to upload files has chosen to open up his private sphere to others. 
In addition, it is unambiguous that the necessity of disclosing personal data follows on from the 
fact of an unidentified person using his anonymity to enable an unlawful act. A Court of Appeal 
from the U.S 175 has formulated this way of thinking clearly; if an individual subscriber opens up 
his computer to permit others, through peer-to-peer file-sharing or any other method, to download 
materials from it which he does not hold a distribution license for, he or she has, in these 
circumstances, no expectation of privacy. In that perspective, an individual has an excellent 
capacity to control his personal data, as long as he does not infringe rights. So, although the right 
to privacy covers the disclosure of personal details by an ISP, this right is not infringed as a 
matter of principle. As such, when privacy interests are not at stake, there is no need to strike a 
fair balance between competing interests; in contrast, copyright in such circumstances is 
paramount since there is an obvious infringement of exclusive rights when individuals upload 
copyright-protected materials.  
 
Therefore, copyright holders should be in a position to request identification of Internet users who 
severely infringe publishing rights. In addition, the ECJ in the Promusicae case did not reject the 
idea that community law requires the Member States to lay down an obligation which requires the 
communication of personal data in the context of civil proceedings in order to ensure the effective 

                                                
174 AG Huydecoper. Conclusie, zaaknr. C04/234HR, 24 Juni 2005.  
175 US District Court of Columbia. RIAA v. Verizon (subpoena enforcement), No. 03-MS-0040, p. 38.  
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protection of copyright. Besides, whether a court order is required in order to disclose personal 
data was not mentioned nor rejected by the ECJ. Especially, Internetusers who enable others to 
access and share copyright-protected files, severely infringe the exploitation rights of the 
copyright holder. Therefore, it should be possible for copyright holders to pursue disclosure of 
personal data without there being the need for a court order. As mentioned in Chapter 4, in the 
Netherlands the disclosure of personal data without a court order is possible in accordance with 
Article 8 (f) of the Dutch Data Protection Act. In the UK, Section 35 of the Data Protection Act 
might provide for such a legal basis, and, in order to prevent the unlawful dissemination of 
personal data in such cases, a code of conduct might also address what safety measures the music 
industry must respect in order to protect the personal data of the parties concerned. This notion 
will be discussed hereafter.   
 
However, if ISPs refuse to cooperate then the copyright holder is unavoidably urged to initiate 
court proceedings against the ISP. We have seen in Chapter 2 that the Dutch Courts dealt with 
this issue on a frequent basis but — as the previous discussion revealed — privacy interests are 
not at stake if Internet users are held liable for purely uploading music files. With that perspective 
in mind, a new approach in dealing with such cases might be considered to be more appropriate; I 
personally believe that courts should consider whether: 

- it is fairly certain that the action, when considered on its own merits, is unlawful and 
damaging towards a third party; 

- whether the third party actually has a real interest in obtaining the personal data  
(These conditions are in-line with the scheme provided by the Supreme Court in the 
Lycos/Pessers case).  
- the personal data belongs, beyond a reasonable doubt, to those who were responsible for 

the aforementioned unlawful activities. (Like the Dutch court pointed out in for example 
Stichting Brein tegen UPC Nederland176) 

 
These conditions are relevant for the courts to determine whether the ISP’s refusal to reveal 
subscriber details was inaccurate. On the other hand, questioning whether other less intrusive 
methods of revealing identities are available, is not well-founded, and the condition that the 
copyright holders’ interests should prevail is redundant because this matter is already under 
discussion when dealing with the question of whether uploading is actually damaging towards the 
copyright holder.  
 
But lately the music industry is seeking for other tactics to tackle illegal filesharing; After suing 
thousands of internet users for illegal file sharing the Recording Industry Association of America 
(RIAA) in the USA has recently announced that the recording industry is set to drop its legal 
strategies177. Instead, the RIAA now proposes that it will send an email to an ISP when it has 
found that the provider’s customer has been making copyrighted materials available for others; if 
the warning is of no use, the ISP should then cut off Internet access. This tactic is also known as 
the ‘three-strike-rule’. By operating in this way, the RIAA can then enforce their rights without 
having to disclose personal data. Disconnecting Internet access in Europe is a realistic option 
because, recently in April 2009, the French Parliament approved a legal legislation which will see 
suspected Internet users have their Internet access disabled after two warnings178; despite pressure 
from the French authorities, the European Parliament and the council objected against 

                                                
176 See Dutch case, supranote 90.  
177 S. McBride and E. Smith. Music industry to Abandon Mass Suits. The Wall Street Journal, 19 December 
2008, www.wsj.com.  
178 C. Kowaliski. Ignorance, legislative stupidity and the French three strikes privacy bill. 3 April 2009. 
Techreprot.com.  
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implementing sanctions related to disconnecting Internet access; these institutions believe that 
access to the Internet has, nowadays, become fundamental.179. For example, the European 
Parliament believes that having access to the Internet is equivalent to ensuring that all citizens 
have access to schooling because everyone has a right to actively participate in the information 
society, and that such rights and access should not be punitively denied by third parties180. In 
addition, there is the consideration that although the ‘three strikes’ rule is explicitly rejected, 
France is still continuously pushing this rule in the European Council181. The three- strikes-rule 
was also at the centre of UK attention but, due to Europe’s conclusion on Internet access, the 
three-strikes plans have now been ruled out of discussion.  
I also believe that  
 
that it is far more effective and proportionate to pursue disclosure of personal details in order to 
start court proceedings, instead of the three-strike-rule. Cutting off Internet access not only 
obstructs legal activities, such as reading webpages, but also restricts the freedom to 
communicate (via online mediums such as email). Another point of interest is that other innocent 
house members who are all dependent on the same Internet access would also be held 
accountable by the penalty. Besides, it is not unrealistic that ISPs will be unwilling to cooperate, 
since they would be forced to end their commercial agreement with customers by simply agreeing 
to such legislation.  
 
 
5.2.1  Simultaneously Uploading and Downloading Music Files 
 
Some differentiation is required in relation to users of BitTorrent networks. As mentioned before, 
this technique works by simultaneously downloading and uploading files: Client uploads are 
built-in, automatic, and cannot be disabled. The purpose of this mechanism is to ensure that 
BitTorrent optimally utilises a total community network bandwidth. Due to this technical 
occurrence, the technical distinction between communication to the public of works and copying 
works has faded away; as such, if a copyright holder monitors acts of uploading through these 
networks, then the same data might also cover information on downloading. And as we will see 
hereafter, monitoring downloading infringes privacy interests of others; consequently, if 
processing or monitoring of BitTorrent traffic takes place, privacy interests should be assessed. 
 
 
5.3  Downloading Music Files and Privacy 
 
The enforcement of downloading tends to be a bit more complicated because, in order to enable 
court proceedings against end-users for downloading music files through P2P networks, not only 
do their contact details have to be revealed but also the data on what the individual has 
downloaded. Also if ISPs send notices to internet users to draw the user’s attention to the harm 
caused by downloading, data on downloading is processed. The data on what someone downloads 
reveals information on what the person in question reads, listens to or watches and, therefore, 

                                                
179 Council of the European Union. Council Conclusions on the development of legal offers of online 
cultural and creative content and the prevention and combating of piracy in the digital environment. 2905th 
Education, Youth and Culture Council meeting, Brussels, 20 November 2008. 
180 European Parliament. Strengthening security and fundamental freedoms on the Internet. 
Recommendation of 26 March 2009 to the Council on strengthening security and fundamental freedoms on 
the Internet. 26 March 2009, (2008/2160(INI)), see Q. See also Press release - Security and fundamental 
freedoms on the internet.  
181 The Open Rights Group. Telecom Package in second reading – dangerous amendments. March 2009.   
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such data discloses consuming preferences and interests. If such data is processed on an 
individual level, then it might even be considered as sensitive personal data. In contrast, pure data 
on information supplied in the case of uploading does not reveal data on information 
consumption. 
 
In principal, there is no obstacle to covering data on information consumption or preferences by 
the right to respect for private life or privacy, since the Court of Human Rights has repeatedly 
held that the term ‘private life’ is broad and is therefore not necessarily susceptible to exhaustive 
definition182. There is even case law active in the United States, which demonstrates that the 
individual's right to read or observe what he pleases is fundamental and related to the individual’s 
liberty183. In Stanley v. Georgia, the US Supreme Court found that investigation into the contents 
of an individual’s library was considered to be a drastic invasion of personal liberties184. Scholars 
— such as Shattuck — also acknowledge that information consumption includes personal data;185 
Cohen, who wrote an interesting article concerning this very subject even before P2P networks 
were an issue, already warned that modern technologies — particularly those which enable 
content providers to monitor readers’ activities and choices, and which are also capable of 
detecting and preventing unauthorised reproduction — could ultimately incur the total loss of the 
ability to anonymously read, view and listen, which she considers to be a fundamental freedom186. 
 
Although the reasonable expectation doctrine determined that uploaders have no reasonable 
expectation of privacy, this does not necessarily count for users who download music files; as the 
European Court of Human Rights mentioned, this test is not necessarily a conclusive factor in any 
situation.  
 
Although a person is able to control his privacy by not downloading from public services, these 
networks are nevertheless very tempting: Anyone with a personal computer and Internet access is 
in the position to participate in these networks, where fees or even registrations are not even 
required. Therefore, millions of people have already become familiar with downloading; scholars 
even point out that the production of digital content has completely changed the conditions of 
access to knowledge. It has subsequently become one of the most important assets for enhancing 
social and cultural development,187 which is why, given the fact that downloading has become 
common, most of these users would even not be aware that they might be monitored purely 
because they download music.  
 
As mentioned in paragraph 2.4, the Dutch Supreme Court has already stressed that an increased 
protection of copyright is not justified when it infringes the freedom of an individual188. In 
addition,  the recent directive on the enforcement of intellectual property rights acknowledges that 
the protection of intellectual property should not hamper the protection of personal data on the 
Internet;189 given the fact that monitoring acts of downloading reveals personal data, and Internet 
users have an expectation of privacy, the protection against unauthorised downloading has to be 
balanced against the privacy interests of the end-user. As we have seen in the previous chapter, 
                                                
182 ECHR. Peck v. United Kingdom. Judgment of 28 January 2003, App. 44599/98, 33 EHRR 205, para. 47.  
183 U.S. Supreme Court. Stanley v. Georgia, April 7, 1969, 394 U.S. 557 (1969). 
184 See Stanley v. Georgia, supranote 183, at 565.  
185 J. Shattack, Rights of Privacy (1976), diss. New York.  
186 J. Cohen. A Right to Read Anonymously. Georgetown University Law Center, 28 Conn. L. Rev. 981 
(1996). One can download this paper from www.ssrn.com, p. 5. 
187 N. Lucchi. Intellectual property rights in digital media, www.ssrn.nl, p. 3.  
188 Hoge Raad, Buma/Wasserij de Zon, supranote 55. 
189 Directive 2004/48/EC of the European Parliament and of the Council of 29 April 2004 on the 
enforcement of intellectual property rights, OJ L 157 of 30 April 2004, Recital 2. 
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the European Court of Human Rights and the Dutch courts have provided guidelines on how 
fundamental rights should be balanced; particularly in the case of interference of privacy 
interests, the proportionality and subsidiary principles should be met. In order to apply these 
principles, the following subjects are helpful: 1) The level of loss which copyright holders endure 
due to illegal file-sharing; 2) the seriousness of the effects that protecting copyright has on the 
privacy interests of others; and 3) whether there are other, less intrusive means available for 
protecting copyrights. 
 
In the Lindqvist case, the ECJ has pointed out that, when applying the principle of proportionality, 
all circumstances should be taken into account.190 The application of the first condition is already 
extensively mentioned in paragraph 2.4 in the form of a discussion which revealed that the private 
use exemption is not applicable because the use of a digital work interferes with the creator’s 
market. Although the music industry has still not been able to provide exact numbers on the 
decline of sales, it is nevertheless clear that file-sharing has a negative effect on the market for 
CDs191. Due to their quality and characteristics — such as the fact that perfect clones are cheaply 
produced on a wide scale — the exploitation rights of the copyright holders are significant 
affected.  The second and third conditions will be discussed hereafter when assessing the 
balancing of the competing interests. 
 
The second condition which primarily covers the seriousness of the effects that protecting 
copyright has on the privacy interests of others, is significant: The fact that a third party makes 
use of a systematic record which details what music files are downloaded through a specific IP 
address, ultimately disrespects the private space of the individual192, as consumer preferences in 
relation to intellectual works is meaningful of one’s identity; therefore, technologies which are 
able to create records of user behaviour and intellectual exploration invade personal and private 
activities. As such, in the case that data on information behaviour consumption becomes 
potentially accessible, the right to privacy will be undoubtedly infringed. 
  
On the other hand, as Chapter 2 illustrated, it is also clear-cut that copyright is undermined if 
copyright makes way for privacy by permitting to download. With this in mind, in order to 
determine whether privacy interests or copyright interests are paramount, the final condition is of 
interest.   
 
Chapter 3 provided two different methods which carry the objective of hindering downloading: A 
method to monitor and detect illegal downloading, and a method to prevent and obstruct illegal 
downloading. However, as has been discussed, an important consideration is then that the privacy 
interests of an individual are infringed when any kind of monitoring techniques register IP 
addresses in combination with information concerning downloads. Provided that the subsidiary 
doctrine urges assessment of whether there are less drastic ways of achieving an aim, the use of 
monitoring techniques are not justifiable if there are other less intrusive ways available for 
implementation. Given that, the main aim of copyright holders is to prevent illegal downloading 
from taking place; blocking methods also serves that purpose.  
 
In several Member States, blocking tools are now under discussion. For example, in Belgium a 
court had obliged Scarlett — an ISP — to use the Audible Magic193. This technique provides 

                                                
190 European Court of Justice. C-101/01, Lindqvist, 6 November 2003, para. 89.  
191 See also TNO report, supranote 8, p. 111.  
192 J. Cohen. DRM and Privacy. (2003) Berkeley Technological Law Journal, Vol. 18, p. 575-617.  
193 Out-law.com. Belgian ISP wins reprieve in copyright infringement filtering case. 28 October 2008. 
Scarlett has appealed against the verdict  



Copyright and Privacy: Their Interaction in the Context of Peer-to-peer Networks 
 By Tuba Yali 

 38 

registration of creative works in a database which are fingerprinted. In mind of this, ISPs can 
install software on their networks, which prevents registered works from being traded while 
allowing non-registered files to pass through. In addition, the largest ISP in Ireland has agreed to 
block Internet users from accessing some file-sharing websites194. Furthermore, the ISP will 
voluntarily identify the IP addresses of subscribers at the request of copyright holders so that they 
can send notices to these Internet users with a warning that access to Internet is denied if it 
repeats. It is interesting to see how various Member States deal with illegal file-sharing but, 
unfortunately, it would be beyond the scope of this study to fully expose practices from all 27 
Member States.  
 
Opponents such as Professor Dommering — who wrote an article concerning censorship — 
points out that any kind of preventive filtering is a form of censorship. Professor Dommering is 
certainly right if a website which provides legal and illegal content is totally blocked; this then 
might result in unfair censorship and, consequently, the freedom of expression might be at 
stake195. However, it is not unreasonable to deny access to information in order to protect the 
rights of others. In fact, information — which is copyright protected — has never been available 
without cost. For long periods of time, copyright has restricted the free flow of information in 
order to protect intellectual works; as mentioned in Chapter Two of this study, this protection is 
necessary because an intellectual work is the property of the person who has an exclusive right to 
decide how to exploit his own work; this protection is also necessary when striving to provide 
economic incentives for creators, so that intellectual productivity is encouraged which, in return, 
benefits society. Since copyright has always restricted the analogue use of copyright protected 
materials, it is hard to believe that in the digital era, this should be any different, which is why it 
is a matter of dispute as to whether Article 10 ECHR is really at stake when access to copyright 
protected information is denied. Unfortunately, it is beyond the scope of this study to settle this 
discussion. 
 
Either way, to prevent that the freedom of expression is at stake techniques like hash matching 
are able to identify whether specific content is legal or not. Such techniques enable the prevention 
of illegal copying without restricting legitimate P2P uses. Although at this stage blocking tools 
are not a hundred per cent successful in blocking all illegal content — especially in relation to 
music files which are distributed on a large scale and in smaller parts, nevertheless, a strong 
reduction of illegal content is noticeable196. In order to ensure that these blocking techniques are 
effective and copyright holders are in a position to effectively protect their rights, consumers may 
nonetheless face civil court proceedings if they circumvent such blocking techniques197. 
 
Yet, if copyright holders are able to prove that a website facilitates the distribution of a large 
amount of illegal content, then a closedown notice being issued by a court is unavoidable. For 
example, in the Brein/Leaseweb case, the Dutch Court of First Instance ordered Leaseweb to 
close down the website as it was beyond reasonable doubt that the website facilitated the 
dissemination of a huge amount of illegal content198. Yet, in these cases, it is also important to 
note that a court order is required in order to block a website given that the freedom of expression 
might be at stake if a website is entirely blocked.  
 

                                                
194 Ireland’slargest ISP to block file sharing sites. 24 February 2009. www.itnews.com. 
195 E. Dommering. Filteren is gewoon censuur en daarmee basta. (2008) Amsterdam: Ivir.  
196 B. Schermer. Technische maatregelen (deel IV): conclusies. 13 March 2009. 
www.futureofcopyright.com.  
197 See for example Dutch Copyright Act, Article 29a (2).  
198 Rechtbank Amsterdam, Brein/Leaseweb, LJN: BA7810, 21 July 2007. 
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So, given the fact that there are less intrusive means available, privacy interests obstruct copyright 
holders from being able to monitor and detect illegal downloads. To apply such blocking tools, 
the ISPs have to cooperate because, in contrast to monitoring tools which copyright holders can 
conduct themselves, ISPs are the only one who can block content. However, cooperation between 
copyright holders and ISPs creates new challenges, since ISPs are legally held to be ‘mere 
conduits’ (meaning neutral conveyors of electronic signals).199 Article 15 of Directive 
2000/31/EC also determines that Member States cannot impose a general obligation to monitor 
content on ISPs. This rule was not only for practical reasons, but also out of the concern for the 
freedom of expression and access to information200. After all, if ISPs were obliged to monitor the 
content passing through or stored on their networks and services, or to otherwise seek facts or 
circumstances indicating illegal activity, this would cause censorship on Internet 
communications201; this is why the European legislator decided to free ISPs from having to 
monitor copyright protection202. 
 
Thanks to the mere conduit status and the principle of no obligation to monitor, ISPs are in a 
position to refuse cooperation. This is undesirable since anyone on the Internet can uncontrollably 
broadcast information in contrast to other media services, such as the radio and television where 
only professional media players are in a position to broadcast. Given the fact that professional 
media broadcasters are obliged to respect copyright, and infringers are easily identified, 
infringements rarely occur on the radio and television. But, on the Internet, anyone is in a position 
to broadcast copyright protected materials, and subsequently infringements occur on a daily basis 
and on an even wider scale, namely globally, hence why the mere conduit status should not be 
absolute because this status is an obstacle to copyright enforcement.  
 
With this perspective in mind, the European Union is, at this stage, working on a review of 
European telecoms law, the so-called ‘Telecoms Package’; it has currently reached the second 
reading phase and, although telecoms law has nothing to do with copyright in principal due to 
pressure from the entertainment industry, various amendments related to copyright protection 
have nevertheless been introduced. At the time of writing, the European Parliament has advised 
that national authorities should be in a position to oblige ISPs to inter alia inform subscribers of 
their ability to access, use or distribute lawful content203. Possibly, this implies that Member 
States should also be in a position to urge ISPs to actively interfere with Internet content. This 
amendment is accepted by the Council204.  And, despite the fact that the intention of this proposal 

                                                
199 This means that an ISP may not be held liable for information which is transmitted on his networks if he 
did not actively initiate the transmission of the material. Article 12, Directive 2000/31/EC.  
200 M. Horten. The Telecom package and the copyright amendments: a European legal framework to 
monitor the Internet and stop free downloading. June 2008, University of Westminister and Media 
Research Institute.  
201 F. Coudert and E. Werkers. In The Aftermath of the Promusicae Case: How to Strike the Balance? 
(2008) International Journal of Law and Information Technology Oxford University Press, p. 3.    
202 See Article 15 (1), Directive 2000/31/EC. 
203 See Amendment 75, amending Directive 2002/22/EC, Article 21 (4): European Parliament legislative 
resolution of 24 September 2008 on the proposal for a directive of the European Parliament and of the 
Council amending Directive 2002/22/EC on universal service and users" rights relating to electronic 
communications networks, Directive 2002/58/EC concerning the processing of personal data and the 
protection of privacy in the electronic communications sector and Regulation (EC) No 2006/2004 on 
consumer protection cooperation (COM(2007)0698 – C6-0420/2007 – 2007/0248(COD)) 
204 Gemeenschappelijk standpunt door de Raad op 27 november 2008? vastgesteld met het oog op de 
aanneming van een richtlijn van het Europees Parlement en de Raad tot wijziging van Richtlijn 
2002/22/EG, Richtlĳn 2002/58/EG en Verordening (EG) nr. 2006/2004. Interinstitutioneel dossier: 
2007/0248 (COD).  
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is quite vague, there is still reason to believe that the EU is having second thoughts on the 
interpretation of the ‘mere conduits’ status of ISPs; in short, time will tell whether the EU will 
overrule the mere conduit status by urging ISPs to cooperate.  
 
To realise that member States are in a position to impose a general obligation on ISPs to use 
blocking equipments, Article 15 (1) of Directive 2000/31 may perhaps be amended as follows: 
 
(1) Member States shall not impose a general obligation on providers, when providing the services covered 
by Articles 12, 13 and 14, to monitor the information which they transmit or store. However, Member 
States may establish obligations for providers to make use of equipments which enable the blocking of 
content without the possibility to identify the content on an individual level, only if the rights and 
freedoms of others are infringed.  
 
On the other hand, it is also important to preserve the principle that ISPs are not liable for content, 
since they are merely controlling the electronic signals, speeds and carriers of Internet traffic. In 
addition, there is also the concern of wrongly blocking content, for example, by over-blocking or 
under–blocking, which might result in liability for ISPs. Generally, it is undesirable to hold ISPs 
liable for such events, purely because this might result in reckless monitoring of Internet content 
by ISPs. Such side-effects have a chilling effect on the freedom of expression; in order to prevent 
this, ISPs should use an automated, technological, blocking tool, which is why it is also necessary 
that authorities are actively involved in preparing codes of conduct so that such incidents are 
impeded. As mentioned in Chapter 2, in the UK there already are plans to start up an organisation 
(Rights Agency), which will be actively involved in making agreements with stakeholders. 
 
ISPs which actively obstruct websites or illegal file-sharing are bound to be less popular amongst 
consumers. With this in mind, ISPs are then understandably reluctant to cooperate; therefore, 
such strategies are only effective when it is arranged in statutory provisions. But, in order to 
prevent that, national regulations result in unfair competition for ISPs when consumers choose to 
use Internet Services through an ISP based in a Member State, which exercises its discretion not 
to legislate, one cannot get away from European action. Directive 4008/48/EC provides for such a 
basis, despite the fact that this directive is principally intended to deal with commercial-scale 
infringements. Recital 13 explains that the provisions of this Directive might include acts 
involving parasitic copies, or similar activities. In that perspective, Recital 29 states that Member 
States — in collaboration with the Commission — should encourage the development of codes of 
conduct together with the media industry and the ISPs. This code should then address which 
measures are applicable in order to prevent or combat copyright infringements on the Internet. In 
this way, a uniformed approach on processing personal data and preventing copyright avoids 
national courts and ISPs, which deal with these issues differently. More concretely, a code of 
conduct can further outline common principles of application which are able to determine under 
what circumstances privacy interests are at stake, and how ISPs and copyright holders should 
ultimately deal with the restrictions that the right to privacy details. These principles could firstly 
address that ISPs should cooperate in order to identify internet users who severely upload 
copyright protected materials or facilitate such acts. Secondly, these principles address the fact 
that personal data which is disclosed by ISPs is not further processed or kept in a databank for 
longer than is necessary in order to achieve such purposes205. The third type of principle should 
address that personal data as being accurate and adequate, and not excessive in relation to the 
reasons for which it is collected206. In other words, these principles should also address the issue 

                                                
205 See also Directive 95/46, Article 6 (1b)(1e). 
206 See also Directive 95/46, Article 6 (1c)(1d). 
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of what safety measures the music industry and ISPs must respect in order to protect the privacy 
interests of the parties involved.  
 
 
5.4  Conclusion 
 
In light of the foregoing analysis, I conclude that uploading as well as downloading infringes the 
exploitation rights of copyright holders; to hold uploaders purely liable for copyright 
infringement is not, in any way, obstructed by privacy interests. The ECJ has pointed out that 
Article 15 of the Directive 2002/58/EC allows ISPs to disclose personal data of alleged copyright 
infringers. Given that privacy interests are not infringed if the personal data of uploaders or 
website holders is disclosed, there actually is no need for a court order. However, in this instance, 
if an ISP refuses to cooperate then the Court would address the following questions in order to 
sufficiently deal with the matter:  
 

¥ Is it fairly certain that the action, when considered on its own merits, is unlawful and 
damaging towards a third party? 

¥ Does the third party have a genuine interest in obtaining the personal data? 
¥ Does the personal data belong, beyond a reasonable doubt, to those who were responsible 

for copyright infringements? 
 
But it is interesting to see how far technique affects the ability to protect copyright. For example 
Internet users who participate in BitTorent networks are strictly taken free from scrutiny because 
due to the fact that downloading and uploading occurs simultaneously privacy interests obstruct 
that copyrightolders can monitor who is uploading their works. This is becauyse technologies 
which are able to monitor, gather and store information concerning downloading in a form which 
is considered accessible and personally identifiable infringes privacy interests. Given the fact that 
there are other less intrusive ways of preventing downloading — such as blocking equipments — 
those less intrusive means should be used. In consideration of that perspective, Article 15 (1) of 
Directive 2000/31 should be amended or overruled by a new provision. 
 
The abovementioned findings are detailed below: 
 
 
Copyright infringement  Measure Outcome 
Websiteholders providing 
hyperlinks. 
 
Or 
 
Websiteholders providing 
(BitTorrent) websites to 
enable illegal filesharing. 
 
Or  
 
Seeders, who place original 
works in their shared folders.  
 
Or  

ISPs are permitted to disclose personal 
data to copyright holders. Privacy 
interests are not evident.  

Adopt a code of conduct by the 
European Commission and relevant 
stakeholders which permits ISPs to 
disclose personal data of uploaders 
without a court order. Member States 
should respect this code of conduct.  
(In the Netherlands Article 8 of the 
Data Protection Act, is already in 
place.)   



Copyright and Privacy: Their Interaction in the Context of Peer-to-peer Networks 
 By Tuba Yali 

 42 

 
Other Internetusers who 
place musicfiles in their 
shared folders.  
Downloading from various 
sources 

Privacy interests obstruct 
identification. 

To prevent copyright infringement, 
ISPs should be obliged to use blocking 
equipments, which are not capable in 
identifying content on an individual 
level. To achieve this, it is required 
that the scope or interpretation of 
Article 15 of Directive 2000/31 is 
revised.    

Uploading files from 
BitTorrent networks 

Privacy interests obstruct 
identification, since downloading and 
uploading occurs simultaneously. 

To prevent copyright infringement 
ISPs should be obliged to use blocking 
equipments, which are not capable in 
identifying content on an individual 
level. To achieve this, it is required 
that the scope or interpretation of 
Article 15 of Directive 2000/31 is 
revised.       
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6 

Summary and Conclusion 
 
The laws we have created are aimed at providing solutions to specific problems. If technology 
changes make a law impossible to execute, then it is sometimes necessary to adopt or abolish 
some parts of the law — or even the entire law — as it may later be deemed as more desirable or 
practical. This is even more acceptable when there are other ways to solving the problem. In that 
case, the question would be concerning how to deal with the problem under new circumstances.  
Copyright is such an example of law that has been subjected to time and technique. This body of 
law has expanded throughout the years.  
At this moment, the latest challenge for copyright holders is caused by digital technologies. 
Consumers are able to disseminate copyright protected materials with the use of P2P file-sharing 
systems on the Internet. These systems are able to make perfect clones from digital music files, 
which are accessible for anyone. By obtaining files in this way, consumers have been able to 
attain the role of mass distributor of unauthorised works. Consumers who conduct these activities 
are liable for copyright infringement, and obviously copyright holders want to start proceedings 
against those consumers; however, to do so, the rights’ holders have to identify the infringers.  
And, the only way they can legally get into direct contact with the alleged copyright infringer is 
via the ISP, who is able to identify these consumers by their IP-addresses. However processing 
IP-addresses is a potential threat to the right to the protection of personal data. Therefore 
European data protection directives, is from the copyright holder’s perspective, a barrier.  
 
Automatically, as has been seen throughout this study, there comes the dilemma as to which party 
gets the worst of it. Chapter two illustrated that the essence of copyright is that the creator or 
investor has an exclusive right to deciding when and how to exploit his work. This right is based 
on the utilitarian and justice principle. The first ensures that, in order to encourage intellectual 
property in behalf of society, economic incentives for creators are required. The justice principle 
ensures that the creator or maker of the work should then be able to decide whether and how it is 
published, because, essentially, it is his property. To guarantee that the copyright holder can rely 
on these rights, he is granted an exclusive right on distribution, reproduction and communication 
to the public, and it is these exploitation rights which enable the copyright holder to exploit and 
market his creative labour, which would have not been possible if copyright was based on a 
remuneration right.  
 
Chapter two also illustrated how the ECJ, Dutch and English courts deal with the identification of 
Internet users in order to initiate civil proceedings. The ECJ maintains that both competing 
interests — that is the right to property and the protection of personal data — should be 
reconciled in each specific case. In the UK, in order to identify copyright infringers on the 
Internet, right holders may apply to a court seeking an order that an ISP should reveal personal 
data concerning the alleged subscriber. In such cases, it is the role of the court to determine 
whether the ISP against whom the order is sought is able to provide the information. However, it 
is quite vague as to how the English courts in such cases weigh privacy interests. 
 
In contrast to the UK, in the Netherland’s ISPs may process personal data to third parties 
voluntarily without the need of a court order. However, when ISPs refuse to cooperate, it is then 
that they can be held liable by a court. In such cases, the Dutch courts determine whether, when 
reconciling the competing interests, the copyright holder’s interests prevail. It was quite clear 
from the case law studied that the Dutch Courts addressed the interests of Internet users 
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explicitly. Another main difference is that up until now, in the UK there have been court 
proceedings against users who up- and download; in contrast, in the Netherlands’ Internet users 
are only sued for facilitating uploading.  
 
In chapter 3 we have seen that there are various P2P network systems in operation, such as 
second-generation decentralised P2P networks and third generation BitTorrent networks. 
BitTorrent users are not able to control their activities when considering the fact that as soon as 
they download a file, it is also automatically distributed to other users. In contrast, in Kazaa, it is 
technically possible to keep those two acts separate by saving the digital copy in a private folder, 
instead of a shared folder. Further, copyright holders may combat illegal file-sharing in two ways: 
By monitoring and detecting the alleged infringer, and by preventively blocking illegal content 
from the Internet. For both techniques, however, it is required that ISPs or the website holder 
cooperate together.  
 
Chapter 4 has illustrated that the protection of personal data is covered by the right to privacy. 
The protection of personal data covers both a right to be free from public scrutiny in 
circumstances where it is reasonable to act on this assumption, and also covers the right to be able 
to decide whether a person opens up his or her private life to others or not. However, the right to 
protection of personal data may be breached if, for example, the rights of others are at stake. EC 
law on data protection allows for such derogation. However, such restriction must be 
proportionate, and there must also be no other less drastic way present in order to achieve the 
aim. 
 
Finally, chapter 5 illustrated that, uploading music files infringes the copyright holder’s exclusive 
rights to publish or communicate to the public, since the files being published are as good as a 
professional publisher would have been up to. In addition, music files are disseminated easily and 
on a wide scale. Internet users who choose to make music files available to anyone in the world 
have chosen to open up his private sphere to others; therefore, taking into account the seriousness 
of copyright infringement, privacy interest are not at stake when copyright holders seek for 
identification of these alleged Internet users. Besides, an internet user who severely infringes the 
rights of others cannot expect to have his identity hidden. 
 
With regards to downloading files, the issue becomes a bit more complicated because any 
observation on information consumption breaches the consumers right to privacy. Therefore, 
even in the case where a BitTorrent user uploads files, any download activity should be free from 
scrutiny, as long as there are other ways of achieving the aim; this is, as can be appreciated, done 
by challenging illegal downloading. Since there are techniques available which can actively 
prevent or block illegal downloading, these measures should be implemented as much as 
possible, wherever possible. But to do this, copy rightholders need the help of the ISPs. 
Consequently this raises another issue: Directive 2000/31, which list the principle of net 
neutrality enables the ISPs to argue against any cooperation for copyright enforcement and 
exonerates from liability for illegal content. This principle throws up a barrier for copyright 
holders to urge ISPs to block illegal Internet content. However, at the time of writing the EU is 
reforming the ‘Telecom Package’ which will probably let go of the strict mere conduit status for 
ISPs. This is a positive change since it enables copyright enforcement without breaching the right 
to privacy. If ISPs are urged to block illegal sharing the right to privacy and copyright is 
safeguarded. Nevertheless, preventively blocking internet content brings up new challenges, like 
the free flow of information. In that respect blocking techniques might infringe the rights 
incorporated in Article 10 of the ECHR if blocking takes place inaccurately. Eighter way, striking 
the right balance between competing interests remains the main challenge for the European Union 
and relevant stakeholders to deal with.    
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